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Abstract

This technical report introduces the next generation of the Operationally Critical Threat, Asset,
and Vulnerability Evaluation (OCTAVE) methodology, OCTAVE Allegro. OCTAVE Allegro is
a methodology to streamline and optimize the process of assessing information security risks so
that an organization can obtain sufficient results with a small investment in time, people, and oth-
er limited resources. It leads the organization to consider people, technology, and facilities in the
context of their relationship to information and the business processes and services they support.
This report highlights the design considerations and requirements for OCTAVE Allegro based on
field experience with existing OCTAVE methods and provides guidance, worksheets, and exam-
ples that an organization can use to begin performing OCTAVE Allegro-based risk assessments.
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1 Introduction

One of the primary goals of the CERT® Survivable Enterprise Management team is to help or-
ganizations ensure that their information security activities are aligned with their organizational
goals and objectives. The OCTAVE® method—Operationally Critical Threat, Asset, and Vulner-
ability Evaluation—was created by this team to help organizations perform information security
risk assessments in context with the operational and strategic drivers that they rely on to meet
their mission.

This technical report introduces the next generation of the OCTAVE method, OCTAVE Allegro.
Together with its predecessors OCTAVE and OCTAVE-S, OCTAVE Allegro forms a family of
OCTAVE assessments. Like OCTAVE and OCTAVE-S, OCTAVE Allegro is focused on posi-
tioning risk assessment in the proper organizational context, but it offers an alternative approach
that is specifically aimed at information assets and their resiliency. This alternative approach can
improve an organization’s ability to position and perform the risk assessment in a way that pro-
vides meaningful results in a more efficient and effective manner.

1.1 HISTORY OF OCTAVE

OCTAVE is a methodology for identifying and evaluating information security risks. It is in-
tended to help an organization to

« develop qualitative risk evaluation criteria that describe the organization’s operational risk
tolerances

« identify assets that are important to the mission of the organization
« identify vulnerabilities and threats to those assets

« determine and evaluate the potential consequences to the organization if threats are realized

The conceptual framework that formed the basis of the original OCTAVE approach was pub-
lished by the Software Engineering Institute (SEI) at Carnegie Mellon University in 1999 [Alberts
1999]. Working with the Telemedicine and Advanced Technology Research Center (TATRC), the
SEI developed the OCTAVE method to address the security compliance challenges faced by the
U. S. Department of Defense (DoD) in addressing the provisions of the Health Insurance Portabil-
ity and Accountability Act (HIPAA)® for the privacy and security of personal health.

Since it was first released in September 1999, there have been a number of updates and changes to
the OCTAVE methodology. Table 1 provides a brief timeline of significant OCTAVE-related
events.

® CERT and OCTAVE are registered in the U. S. Patent and Trademark Office by Carnegie Mellon University.

1 The Health Insurance Portability and Accountability Act of 1996 (HIPAA, Public Law 101-191) was enacted on August 21,
1996.
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Table 1: OCTAVE Timeline

Date Publication Title
September 1999 OCTAVE Framework, Version 1.0
September 2001 OCTAVE Framework, Version 2.0
December 2001 OCTAVE Ciriteria, Version 2.0
September 2003 OCTAVE-S v0.9
March 2005 OCTAVE-S v1.0
June 2007 Introduction of OCTAVE Allegro v1.0

1.2 OVERVIEW OF EXISTING OCTAVE METHODOLOGIES

With the publication of this technical report, there are now three distinctive OCTAVE method-
ologies available for public use: the OCTAVE method, OCTAVE-S, and OCTAVE Allegro. The
introduction of OCTAVE Allegro is not intended to supplant previous OCTAVE methodologies.
OCTAVE Allegro is a variant that provides a streamlined process focused on information assets.
However, each OCTAVE method has broad applicability, and users of these methods can select
the approach that best fits their particular information security risk assessment needs.

For reference, the following sections provide a brief overview of each of the OCTAVE method-
ologies.

1.2.1 The OCTAVE Method

The OCTAVE method? was the first OCTAVE-consistent® methodology to be introduced [Al-
berts 2001]. The approach is defined by a method implementation guide (procedures, guidance,
worksheets, information catalogs) and training. The method is performed in a series of workshops
conducted and facilitated by an interdisciplinary analysis team drawn from business units
throughout the organization (e.g. senior management, operational area managers, and staff) and
members of the IT department [Alberts 2002].

The intended audience for the OCTAVE method is large organizations with 300 or more employ-
ees. More specifically, it was designed for organizations that

« have a multi-layered hierarchy

« maintain their own computing infrastructure

« have the ability to run vulnerability evaluation tools

« have the ability to interpret the results of vulnerability evaluations

2 The OCTAVE method is fully described by the OCTAVE Method Implementation Guide v2.0 and is available for down-
loading at http://www.cert.org/octave/omig.html.

The essential elements, or requirements, of the OCTAVE approach are embodied in a set of criteria. A method that is

consistent with this set of criteria is considered to be OCTAVE consistent. Both the OCTAVE method and OCTAVE-S are
OCTAVE-consistent methodologies.
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The method was also designed to allow for tailoring by organizations adopting it. Most organiza-
tions that have utilized the OCTAVE method tailor the approach to suit their unique operating
environments.

Phase 1
> (Organizational View
= Assets
= Threats
= Current Practices
Preparation = Organization Vulnerabilities
= Security Requirements :

Phase 3
Strategy and Plan
Development

= Risks
= Protection Strategy
= Mitigation Plans

’_: Phase 2
Technological View

* Key Components
= Technical Vulnerabilities

Figure 1: Three OCTAVE Method Phases

The OCTAVE method is performed in three phases. In phase 1, the analysis team identifies im-
portant information-related assets and the current protection strategy for those assets. The team
then determines which of the identified assets are most critical to the organization’s success, doc-
uments their security requirements, and identifies threats that can interfere with meeting those
requirements. In phase 2, the analysis team performs an evaluation of the information infrastruc-
ture to supplement the threat analysis performed in phase 1 and to inform mitigation decisions in
phase 3. Finally, in phase 3, the analysis team performs risk identification activities and develops
a risk mitigation plan for the critical assets [Alberts 2002].

1.2.2 OCTAVE-S

The development of OCTAVE-S was supported by the Technology Insertion, Demonstration, and
Evaluation (TIDE) program at the SEI,* with the goal of bringing an OCTAVE-based approach to
small manufacturing organizations. The most current version of the OCTAVE-S approach, ver-
sion 1.0, is specifically designed for organizations of about 100 people or less.

Consistent with the OCTAVE criteria, the OCTAVE-S approach consists of three similar phases.
However, OCTAVE-S is performed by an analysis team that has extensive knowledge of the or-
ganization. Thus, OCTAVE-S does not rely on formal knowledge elicitation workshops to gather
information because it is assumed that the analysis team (typically consisting of three to five peo-
ple) has working knowledge of the important information-related assets, security requirements,
threats, and security practices of the organization.

*  More information on the TIDE program can be found on the SEI website at http://www.sei.cmu.edu/tide.
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Another significant difference in OCTAVE-S is that it is more structured than the OCTAVE me-
thod. Security concepts are embedded in the OCTAVE-S worksheets and guidance, allowing less
experienced risk and security practitioners to address a broad range of risks with which they may
not have familiarity. A final distinguishing feature of OCTAVE-S is that it requires a less exten-
sive examination of an organization’s information infrastructure. Because small organizations
may not have the resources to obtain and execute vulnerability tools, OCTAVE-S was designed to
include a limited examination of infrastructure risks so as to remove a potential barrier to adop-
tion.

1.2.3 OCTAVE Allegro

allegro: (al-leg-ro) adv. In a quick and lively tempo.®

The OCTAVE Allegro approach being introduced in this technical report is designed to allow
broad assessment of an organization’s operational risk environment with the goal of producing
more robust results without the need for extensive risk assessment knowledge. This approach dif-
fers from previous OCTAVE approaches by focusing primarily on information assets in the con-
text of how they are used, where they are stored, transported, and processed, and how they are
exposed to threats, vulnerabilities, and disruptions as a result. Like previous methods, OCTAVE
Allegro can be performed in a workshop-style, collaborative setting and is supported with guid-
ance, worksheets, and questionnaires, which are included in the appendices of this document.
However, OCTAVE Allegro is also well suited for use by individuals who want to perform risk
assessment without extensive organizational involvement, expertise, or input.

IDENTIFY
ESTABLISH PROFILE IDENTIFY AND
DRIVERS ASSETS THREATS MI}%I’IISKA;'E

Step 1 — Establish
Risk Measurement
Criteria

Step 2 — Develop
Information Asset
Profile

Step 4 — |dentify
Areas of Concern

Step 6 — Identify
Risks

A

Step 3 — Identify
Information Asset
Containers

Step 5 — |dentify
Threat Scenarios

Step 7 — Analyze
Risks

4

Step 8 — Select
Mitigation
Approach

Figure 2: OCTAVE Allegro Roadmap

5 WordNet 2.1 Princeton University. March 2, 2007. Dictionary.com: http://dictionary.reference.com/browse/allegro
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The OCTAVE Allegro approach consists of eight steps that are organized into four phases, as il-
lustrated in Figure 2. In phase 1, the organization develops risk measurement criteria consistent
with organizational drivers. During the second phase, information assets that are determined to be
critical are profiled. This profiling process establishes clear boundaries for the asset, identifies its
security requirements, and identifies all of the locations where the asset is stored, transported, or
processed. In phase 3, threats to the information asset are identified in the context of the locations
where the asset is stored, transported, or processed. In the final phase, risks to information assets
are identified and analyzed and the development of mitigation approaches is commenced.

1.3 SCOPE OF THIS REPORT

This technical report intends to accomplish several objectives:

« Identify the current limitations of the existing OCTAVE methods for application in a rapidly
evolving operational risk management environment.

« Highlight the requirements for evolving the current OCTAVE reference body of knowledge
into a more efficient and effective risk assessment methodology.

« Provide a view into future evolution of the OCTAVE method and OCTAVE-related tools,
techniques, methodologies, and training.

« Introduce the OCTAVE Allegro methodology guidance and worksheets.

1.4 STRUCTURE OF THIS REPORT

The sections of this document are arranged around the report objectives as follows:
« Introduction and background — Section 1

o The evolution of the OCTAVE method — Section 2

o Introducing the OCTAVE Allegro method — Section 3

o Using OCTAVE Allegro — Section 4

o Future OCTAVE direction and research — Section 5

« Guidance for using the OCTAVE Allegro method — Appendix A

«  Worksheets for using the OCTAVE Allegro method — Appendix B

« Questionnaires for identifying threats in OCTAVE Allegro — Appendix C

« OCTAVE Allegro example — Appendix D

1.5 INTENDED AUDIENCE

The content of this technical report is primarily directed toward individuals who are responsible
for managing an organization’s operational risks. This can include personnel in an organization’s
business units, information technology department, or in specialty areas such as compliance or
audit. Anyone who has familiarity with the OCTAVE method and OCTAVE-S will be easily able
to understand the concepts in this technical report and make immediate use of the OCTAVE Al-
legro methodology.
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For those who have limited experience with OCTAVE or risk assessment in general, it is recom-
mended that they obtain a general understanding of OCTAVE by reviewing introductory material
on the methodology on the CERT Web site (http://www.cert.org/).
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2 Evolving the OCTAVE Method

2.1 EXPERIENCES WITH OCTAVE

There has been a significant diversity in the type, size, and business markets of the organizations
that have successfully used existing OCTAVE methods [Woody 2006]. They have found success
in applying, tailoring, and institutionalizing the OCTAVE method, either in its original form or in
the streamlined OCTAVE-S, to fit their risk assessment philosophy, organizational structure, and
culture. The ability to connect organizational goals and objectives to information security goals
and objectives is the primary benefit of OCTAVE. Organizations that successfully apply this ap-
proach are consistently able to bring an organizational and operational point of view to informa-
tion security risk management activities, allowing them to evolve from vulnerability management
and reactive activities toward information security risk management.

The collaborative aspect of the OCTAVE method provides an interdisciplinary perspective to the
risk identification, assessment, and mitigation processes. The workshop-based data collection and
subsequent analysis processes of existing OCTAVE methods brings together disparate groups in
the organization under a common purpose. As a result of this collaboration, the organization ex-
poses issues that limit its ability to effectively identify and mitigate risks such as

« gaps in organizational communications channels
« varied levels of understanding and communication of policies across organizational levels

« gaps in practices and their intended effects

The collaborative aspect of the method also ensures a diversity of understanding, experience, and
opinions, which further strengthens the breadth and quality of the risk assessment and risk mitiga-
tion activities.

2.2 MOTIVATION FOR A NEW APPROACH

While organizations continue to successfully deploy and institutionalize OCTAVE and
OCTAVE-S, a significant time period has passed since the OCTAVE method and OCTAVE-S
were introduced. The landscape of information security risks that must be managed by organiza-
tions and the capabilities of organizations to manage those risks have changed considerably since
those methods were introduced. In addition, there exists a significant body of knowledge acquired
through applying and teaching OCTAVE and observing other organizations using the method
over the last eight years that forms the basis for improvement.

One of the insights acquired through these experiences is the need to move to a more information-
centric risk assessment. When information assets are the focus of the information security assess-
ment, all other assets can be easily brought into the process as containers where information as-
sets are stored, transported, or processed [Stevens 2005]. A container can be a person (since peo-
ple can store information as knowledge, transport information by communicating, or process
information by thinking and acting), an object (e.g., a piece of paper), or a technology (e.g., a da-
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tabase). Thus, threats to information assets are identified and examined through the consideration
of where they live, which effectively limits the number and types of assets brought into the proc-
ess. Moreover, focusing on information assets effectively limits the amount of information that
must be gathered, processed, organized, analyzed, and understood to perform a risk assessment.

Finally, given the size and complexity of the OCTAVE method, it is easy to imagine that some
organizations have significant challenges in embracing and using the OCTAVE approaches. Ab-
sorbing hundreds of pages of process documentation, understanding the accompanying work-
sheets and how to use them, and collecting and organizing the needed data can be challenging
tasks. Upon reflection, the sheer volume of data collection is an impediment for some organiza-
tions in moving forward with performing the tasks of analyzing and mitigating risks. A stream-
lined process that reduces ambiguity and is more structured may be more applicable to the needs
of organizations that find the existing OCTAVE methods too cumbersome to use.

Reflecting on the knowledge and insights acquired since the first OCTAVE method was intro-
duced indicates that an updated approach to performing information security risk assessment is
required. This experience forms the basis for establishing a set of requirements that will evolve
the OCTAVE method to meet changing organizational needs and more complex operational risk
environments.

In the following sections, specific improvements that have been incorporated into OCTAVE Al-
legro are identified and discussed in the context of how they improve the overall usability of the
risk assessment process.

2.3 GENERAL REQUIREMENTS FOR OCTAVE ALLEGRO

Requirements serve not only to describe what to build and why it is being built but also provide a
way to measure whether an activity has been successful. The first step in developing an updated
OCTAVE approach is to capture a set of design requirements (derived from field use, observa-
tion, and classroom experience). These requirements include

« improving ease of use

refining the definition of assessment scope

« reducing training and knowledge requirements

« reducing resource commitments

« encouraging institutionalization and repeatability

« producing consistent and comparable results across the enterprise
« facilitating the development of a risk assessment core competency
« supporting enterprise compliance requirements

Each of these general requirements is discussed in the following sections.

2.3.1 Improving Ease of Use

The first requirement for an improved method is that it be easy to use, as defined across several
dimensions. These dimensions include
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« minimizing the size and complexity of processes that must be learned and applied
« reducing the amount of data that must be collected and managed throughout the process
« controlling the number and variety of worksheets that must be completed

« focusing the process on a definable and manageable information asset scope

Reducing the inherent challenges imposed by the mechanics of existing OCTAVE methods en-
sures that the process is focused on the risk assessment activity and the identification and analysis
of information security risks rather than satisfying an extensive set of guidelines and activities.

2.3.2 Refining Asset Scope

Accurately defining the scope of a risk assessment not only improves the results of the assessment
but results in potentially less overall effort. Thus, a primary requirement for OCTAVE Allegro is
to allow users to focus on the assets that are most important by ensuring they are selected for re-
view through a systematic and consistent process. By focusing on information assets exclusively
and other assets such as people, technology, and facilities through association with information
assets, the organization has a better opportunity to define a manageable scope from the outset,
thereby potentially reducing the effort required for threat identification, analysis, and mitigation
planning.

2.3.3 Reducing Knowledge and Training Requirements

An updated OCTAVE approach should lend itself more readily to institutionalization. One way
that this can be achieved is by reducing the required levels of knowledge and training necessary
for performing effective risk assessment. Minimizing the amount of risk management and infor-
mation technology knowledge required effectively increases the pool of personnel who can par-
ticipate in the assessment process with little investment in training and mentoring. Reduced
knowledge and training requirements not only lower overhead costs associated with risk assess-
ment but increase the potential institutionalization of the methodology throughout the organiza-
tion. In addition, in the case of regulatory compliance, the ability to train more people to perform
risk assessment effectively improves the organization’s overall capability for managing compli-
ance.

2.3.4 Reducing Resource Commitments

Risk assessment is an essential organizational activity, but a resource-intensive assessment me-
thod may not be cost effective enough to justify the investment of people and other resources. To
optimize the use of resources, an updated OCTAVE approach should

o  be less difficult to use (by reducing required process activities to only those that are mean-
ingful)
« require less data manipulation (by improving process flow, the staging of activities, and the
amount and type of data collected)

« streamline processes for identifying and mitigating risk (by focusing on information assets
exclusively, improving threat identification methods, and improving the way in which risks
are documented and analyzed)
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« improve documentation and organization of data (through efficient and effective design of
worksheets and reducing the amount of data carry-forward)

« be self-correcting (by building in checks and balances that allow users to realize they are off
course before they expend considerable resources)

2.3.5 Encouraging Institutionalization and Repeatability

To be effective, risk assessment activities must be part of a larger continuous risk management
process. Properly positioned, risk assessment serves as the diagnostic component of continuous
risk management—the organization uses risk assessment to determine the status of controls that it
has implemented to manage information security and prepares and implements plans to close any
identified gaps. Thus, risk assessment not only helps the organization to establish a baseline from
which measurement can occur, but it also helps the organization keep pulse on the current status
of its security effectiveness through repeated and consistent use over time.

To encourage the use of risk assessment as a tool in a continuous risk management process, an
updated OCTAVE method must be accessible to as many users in the organization as possible,
require low levels of effort and investment, and aim to produce consistently meaningful results.

2.3.6  Producing Consistent and Comparable Results Across the Enterprise

An organization must be able to make use of the results of information security risk assessment in
a way that supports and enables a larger enterprise risk management effort. This requires that the
methodology allow the organization to achieve not only consistent results over time but results
that are comparable across operating units and lines of business. In addition, the results produced
by the methodology must be a factor of the successful execution of the methodology steps, not
dependent solely on the analysis team that is performing the assessment.

2.3.7 Facilitating the Development of a Risk Assessment Core Competency

A risk-aware culture results when employees throughout the organization cultivate their risk man-
agement understanding and skill set and use that knowledge as a guiding force for performing
their job responsibilities on a daily basis. Learning to perform risk assessment is a foundational
way to improve these competencies and to promote a risk-aware culture. However, this requires
that the risk assessment methodology be accessible, have low barriers to use (such as the degree to
which specialized training is necessary), and produce meaningful results that are purposeful for
helping employees to better perform their jobs.

2.3.8 Supporting Enterprise Compliance Activities

The information security activities of many organizations are driven by their need to manage an
increasingly regulated environment. While organizations need to be focused on managing risks,
they want to be able to act quickly and achieve compliance efficiently. Thus, a risk assessment
methodology must be able to easily support information security risk management activities that
enable compliance with various laws and regulations.
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2.4 SPECIFIC IMPROVEMENTS IN OCTAVE ALLEGRO

The preceding section outlines the basic requirements for updating the existing OCTAVE meth-
ods. In this section, specific improvements that have been incorporated into the OCTAVE Allegro
methodology to meet these requirements are discussed.

2.4.1 Data Collection and Guidance Streamlined

In the development of OCTAVE Allegro, specific attention was paid to minimizing the footprint
of the process. This contributes to the ease of use requirement, supports the achievement of mean-
ingful results with minimal resource commitments, and encourages long-term repeatability of the
process.

The workshop-based data collection processes inherent in existing OCTAVE methods have been
eliminated and replaced with simplified worksheets and structured guidance. This reduces the
necessary resource commitment to the process for individuals outside of the analysis team and
eliminates the corresponding overhead involved in the scheduling and coordinating of workshops.
In addition, the volume of guidance and required worksheets has been drastically reduced to pro-
vide only essential foundational elements and process steps. Thus, the usability of the method has
been improved through fewer, more focused activities and has been directed on risk management
skill set development rather than cultivating the underlying premises and principles of the method.

2.4.2 Asset Focus Improved

In the existing OCTAVE methods, assets span the realm from people to information, systems,
services and applications, and hardware and software. While all of these asset types are important
to risk assessment, some users find it confusing to start with assets other than information because
it sometimes leads to asset definitions that are too broad or too narrow for risk assessment.

The primary focus of the OCTAVE Allegro method is the information asset. All other assets im-
portant to the organization are identified and assessed in the context of the information assets to
which they are connected. This eliminates potential confusion about scope and reduces the possi-
bility that extensive data gathering and analysis may be performed for assets that are later found
to be poorly defined, outside of the scope of the assessment, or in need of further decomposition.

2.4.2.1  Addition of information asset profiling6

OCTAVE Allegro requires that organizations create information asset profiles to facilitate a more
accurate definition of the boundaries of an information asset by creating consistent, unambiguous,
and agreed upon definitions for the asset. Through the asset profiles, an organization assigns own-
ership, defines security requirements, and captures the asset’s value [Stevens 2005]. Once a pro-
file has been created, it can be reused and updated in subsequent assessments. This supports the
establishment of information asset baselines for future assessments and supports the repeatability
of the method.

5 Detailed guidance on creating an information asset profile can be found in a technical note entitled Information Asset

Profiling [Stevens 2005].
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2.4.2.2 Defining and using information asset security requirements

Security requirements—confidentiality, integrity, and availability—are part of an information
asset’s DNA. They are the asset’s requirements for protection and sustainability [Caralli 2007].
Regardless of where the asset is stored, transported, or processed, or who has custodianship of it
(either inside or outside of the organization), the asset’s security requirements live with it
throughout its useful life.

By confining the assignment of security requirements to information assets, OCTAVE Allegro
reduces the potential confusion around the definition and application of security requirements in
the risk assessment process. In the existing OCTAVE methods, security requirements are not spe-
cifically related to information assets (as they are intended to be), and thus users often develop
and attempt to apply these concepts to “people” and “technology.” This causes some users to have
problems in risk identification and analysis. Furthermore, security requirements are a foundational
element for devising and implementing risk mitigation plans. OCTAVE Allegro explicitly re-
quires users to consider the implication of risk consequences on security requirements and in the
mitigation of risk.

2.4.3 Threat ldentification Streamlined

The existing OCTAVE methods use threat trees as a guide for identifying threats. While threat
trees provide a structured means for identifying and considering various threat scenarios, they can
sometimes be confusing to use, especially for users with limited risk management experience. For
example, each path in an OCTAVE threat tree is a generic articulation of a threat; to make effec-
tive use of these trees, participants in an OCTAVE assessment must become adept at translating
these generic paths to real-world scenarios. When users fail to make this translation, it signifi-
cantly affects the robustness of the identification of threats and risks.

In addition, users often fail to realize that each path in the threat trees may equate to one or more
than one real-world scenario. This is important because even though many threats share the same
underlying actor, motive, and outcome, they may require significantly different considerations for
mitigation. Over-reliance on threat trees for threat identification (in lieu of active discussion and
scenario development) can significantly diminish the overall effectiveness of the risk assessment
process.

OCTAVE Allegro uses threat scenario questionnaires rather than threat trees to help users identify
the threats associated with an information asset. These questionnaires are based on the threat trees
included in the OCTAVE method and thus ensure a broad consideration of potential threats.
However, the questionnaires are designed around the container concept to focus users on the
threats that are relevant to an information asset when it is stored, transported, or processed in a
specific container. This simplifies the structure of the questionnaire and reduces the overall time
required to capture a robust collection of potential threats.

2.4.4 “Practice” View Eliminated

The surveys of an organization’s current information security practices have been eliminated in
OCTAVE Allegro. While these practice surveys provide useful information to the OCTAVE
process (because they are considered in developing an organizational protection strategy), they
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often serve to distract the analysis team from the information asset-specific risks and threats under
consideration. Thus, an organization can consider the effect of insufficient practices as a potential
source of threat, but there is no requirement in OCTAVE Allegro to distribute practice surveys,
collect and analyze results, and develop an organizational protection strategy separate and distinct
from information asset-related risk assessment.

245 Technology View Scaled Down

OCTAVE Allegro takes a fundamentally different approach to the information technology envi-
ronment of an organization, and its relationship to information assets, than the existing OCTAVE
methods. Instead of running vulnerability tools and using the results to seed threat identification,
in OCTAVE Allegro users map an information asset to all of the containers in which it is stored,
transported, or processed and consider threats to each of those containers. There is still a technol-
ogy view, but it is not impeded by the execution of cumbersome tools that require specialized
knowledge and resources.

2451  Elimination of vulnerability testing

The identification of vulnerabilities is an important means for seeding risk identification. How-
ever, it can be a time consuming activity that ultimately draws the risk assessment activity off
course. The use and execution of vulnerability tools, as well as the analysis of the output of these
tools, are challenging and cumbersome tasks even for organizations that perform these tasks on a
regular basis. In practice, many users of existing OCTAVE methods find that performing tool-
based vulnerability identification actually results in lost momentum and does not provide signifi-
cant additional information that cannot be obtained through scenario identification. This is par-
ticularly true for organizations that are performing their first risk assessment or that do not have
expertise with using such tools.

In addition, because many organizations confuse vulnerability assessment with risk assessment,
organizations sometimes truncate the OCTAVE processes in the mistaken belief that vulnerabili-
ties that have been identified are risks. But only through analysis of potential outcome and impact
can vulnerabilities be considered risks that must be addressed.

The requirement for running vulnerability tools to complete the technology view of risk is elimi-
nated in OCTAVE Allegro. However, if an organization has a core competency in tool-based vul-
nerability identification, it can easily be incorporated into several OCTAVE Allegro processes to
provide a more robust articulation of risk.

2.45.2 Introduction of the container concept

As was mentioned previously, OCTAVE Allegro introduces the container concept to the assess-
ment process. The OCTAVE Allegro method ensures the consideration of all of the containers in
which an asset is stored, transported, and processed, whether internal or external to the organiza-
tion. This effectively bounds the assessment and ensures a proper consideration of scope.

2.45.3 Addition of the “environment map” concept

OCTAVE Allegro introduces the concept of the information risk environment map. In essence,
this map helps the user to define all of the places where an information asset is stored, transported,
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or processed. Through the creation of this map, the analysis team establishes the boundaries (both
internal and external) of the threat environment and the scope of the risk assessment. This allows
for a more systematic and consistent process for considering all of the places where the asset can
be threatened and a more robust consideration of risk. In addition, the map serves as baseline do-
cumentation of the risk environment for an information asset for future consideration of threats
and controls.

2.4.6 Analysis Capabilities Improved

OCTAVE Allegro significantly improves the analysis capabilities of the existing OCTAVE meth-
ods through the introduction of risk sheets and a quantitative analysis component.

2.4.6.1 Development of the information asset risk worksheet

In OCTAVE Allegro all of the relevant information about a specific risk for an information asset
is captured on an information asset risk worksheet. On this worksheet, threat and impact informa-
tion associated with a risk are captured, the relative risk score is computed, and mitigation plans
and activities are documented. This significantly reduces the documentation, organization, and
data manipulation required to perform the risk assessment and produces a much more concise
view of risk that can be communicated and shared. It also helps the organization to organize risk
information in a way that enables analysis of root causes and the development of mitigation strat-
egies, particularly where these strategies may address more than one risk. In addition, the devel-
opment of the worksheets facilitates an organization’s ability to perform trend analysis across or-
ganizational units because of the standardized and consistent format for documenting and
mitigating risk.

2.4.6.2 Performing quantitative analysis

The OCTAVE methods are largely qualitative risk assessment methodologies. That is, they lend
themselves to qualitative considerations and descriptions of risk rather than quantitative ones. Al-
though operational risk is by nature difficult to quantify, organizations with significant experience
in “numbers-based” risk methodologies find methods such as OCTAVE somewhat difficult to
institutionalize because they lack an inherent process for risk prioritization and rank-ordering.

OCTAVE Allegro provides for simple quantitative analysis of risk by introducing the concept of a
relative risk score. A relative risk score is a value derived from a consideration of a qualitative
description of risk probability combined with a prioritization of the organizational impact of risk
in terms of the organization’s risk measurement criteria. The score can be used to compare the
relative significance of individual risks. For example, when comparing two risks, the risk with the
higher score is considered to be more significant relative to other risks. Since scores are consis-
tently derived from the organization-wide risk measurement criteria, they can be compared be-
tween OCTAVE Allegro instances and across time as the organization’s operating environment
changes.

2.4.7 Risk Mitigation Guidance Improved

Effective risk mitigation strategies must be developed in consideration of an information asset’s
security requirements and the controls that are (or will be) implemented at the container level
where the asset is stored, transported, or processed. The OCTAVE Allegro method (through the
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use of the risk worksheet) explicitly requires that these considerations be made by developing
specific mitigation strategies for each container where the asset lives. In essence, this forces the
user to consider what controls currently exist at the container, whether they are sufficient for pre-
venting or mitigating the risk under consideration, and what additional controls should be imple-
mented.

2.4.8 Training and Knowledge Requirements Streamlined

By combining some of the structured path concepts of OCTAVE-S with an improved and stream-
lined assessment and mitigation planning process, OCTAVE Allegro significantly reduces the
training and knowledge requirements for performing a robust and effective risk assessment. Train-
ing in the OCTAVE Allegro method typically takes less time (1.5 days versus 3 days for existing
methods), and the level of necessary process, risk management, and technical knowledge required
for analysis team participants is related to developing a risk assessment skill set rather than in be-
coming a risk management practitioner.

All of the improvements described above are reflected in the OCTAVE Allegro method, which is
presented at a summary level in Section 3 of this report.
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3 Introducing OCTAVE Allegro

In this section, the eight steps of the OCTAVE Allegro methodology are outlined and the work-
sheets and other artifacts that support the methodology are introduced. This section does not pro-
vide detailed instructions for actually performing an assessment. That guidance can be found in
“Appendix A — OCTAVE Allegro Method Guidance v1.0” on page 31.

3.1 OCTAVE ALLEGRO METHODOLOGY

There are four distinct areas of activity that are carried out through eight steps in the OCTAVE
Allegro methodology. The activity areas are

« Establish drivers, where the organization develops risk measurement criteria that are consis-
tent with organizational drivers.

« Profile assets, where the assets that are the focus of the risk assessment are identified and pro-
filed and the assets’ containers are identified.

« ldentify threats, where threats to the assets—in the context of their containers—are identified
and documented through a structured process.

« Identify and mitigate risks, where risks are identified and analyzed based on threat informa-
tion, and mitigation strategies are developed to address those risks.

The relationship between the activity areas and the actual steps of the methodology are illustrated
in the OCTAVE Allegro roadmap presented in Figure 2 on page 4.

The outputs from each step in the process are captured on a series of worksheets which are then
used as inputs to the next step in the process. The individual steps of the methodology are de-
scribed in more detail below.

3.1.1 Step 1- Establish Risk Measurement Criteria

The first step in the OCTAVE Allegro process establishes the organizational drivers that will be
used to evaluate the effects of a risk to an organization’s mission and business objectives. These
drivers are reflected in a set of risk measurement criteria that is created and captured as part of this
initial step. Risk measurement criteria are a set of qualitative measures against which the effects
of a realized risk can be evaluated and form the foundation of an information asset risk assess-
ment. Using consistent risk measurement criteria that accurately reflect an organizational view
ensures that decisions about how to mitigate risk will be consistent across multiple information
assets and operating or departmental units.

In addition to evaluating the extent of an impact in a specific area, an organization must recognize
which impact areas are the most significant to its mission and business objectives. For example, in
some organizations an impact to the relationship with its customer base may be more significant
than an impact on its compliance with regulations. This prioritization of impact areas is also per-
formed in this initial step.
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The OCTAVE Allegro method provides a standard set of worksheet templates to create these cri-
teria in several impact areas and then to prioritize them.

3.1.2 Step 2 - Develop an Information Asset Profile

The OCTAVE Allegro methodology focuses on the information assets of the organization and
Step 2 begins the process of creating a profile for those assets. A profile is a representation of an
information asset describing its unique features, qualities, characteristics, and value. The method-
ology’s profiling process ensures that an asset is clearly and consistently described, that there is
an unambiguous definition of the asset’s boundaries, and that the security requirements for the
asset are adequately defined. The profile for each asset is captured on a single worksheet that
forms the basis for the identification of threats and risks in subsequent steps.

3.1.3 Step 3 - Identify Information Asset Containers

Containers describe the places where information assets are stored, transported, and processed.
Information assets reside not only in containers within an organization’s boundaries but they also
often reside in containers that are not in the direct control of the organization. Any risks to the
containers in which the information asset lives are inherited by the information asset.

For example, many organizations outsource some if not all of their IT infrastructure to service
providers. These service providers manage the containers that contain the organization’s informa-
tion assets. If a service provider is not aware of the security requirements of an information asset
that is stored, transported, or processed in the containers that they manage, the controls that are
necessary to protect the information assets may not be adequate, thus exposing the assets to risk.

This problem can become even more pronounced if the service provider in turn contracts for other
services (such as data storage) with additional service providers that may be unknown to the in-
formation asset owner. Thus, to gain an adequate risk profile of an information asset, an organiza-
tion must identify all of the locations where its information assets are stored, transported, or proc-
essed, whether or not they are within the organization’s direct control.

In Step 3 of the OCTAVE Allegro method, all of the containers in which an asset is stored, trans-
ported, and processed, whether internal or external, are identified. In this step the analysis team
maps an information asset to all of the containers in which it lives, thus defining the boundaries
and unique circumstances that must be examined for risk.

3.1.4 Step 4 - Identify Areas of Concern

Step 4 begins the risk identification process by brainstorming about possible conditions or situa-
tions that can threaten an organization’s information asset. These real-world scenarios are referred
to as areas of concern and may represent threats and their corresponding undesirable outcomes.
Areas of concern may characterize a threat that is unique to an organization and its operating con-
ditions. The purpose of this step is not to capture a complete list of all possible threat scenarios for
an information asset; instead, the idea is to quickly capture those situations or conditions that
come immediately to the minds of the analysis team.
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3.1.5 Step 5 - Identify Threat Scenarios

In the first half of Step 5, the areas of concern captured in the previous step are expanded into
threat scenarios that further detail the properties of a threat. But the collection of threats devel-
oped from these areas of concern does not necessarily provide a robust consideration of possible
threats to an organization’s information asset. Thus, in the second half of Step 5, a broad range of
additional threats is considered by examining threat scenarios.

A range of threat scenarios can be represented visually in a tree structure commonly referred to as
a threat tree. Threat trees are brought from the OCTAVE method and are described in Table 2.

Table 2:  Description of Threat Trees

Threat Tree Definition
Human actors using technical The threats in this category represent threats to the information asset via the
means organization’s technical infrastructure or by direct access to a container (tech-

nical asset) that hosts an information asset. They require direct action by a
person and can be deliberate or accidental in nature.

Human actors using physical The threats in this category represent threats to the information asset that re-

access sult from physical access to the asset or a container that hosts an information
asset. They require direct action by a person and can be deliberate or acciden-
tal in nature.

Technical problems The threats in this category are problems with an organization’s information

technology and systems. Examples include hardware defects, software de-
fects, malicious code (e.qg., viruses), and other system-related problems.

Other problems The threats in this category are problems or situations that are outside the
control of an organization. This category of threats includes natural disasters
(e.g., floods, earthquakes) and interdependency risks. Interdependency risks
include the unavailability of critical infrastructures (e.g., power supply).

The threat scenarios derived from the areas of concern correspond to a branch on one or more of
these threat trees. To ensure a more robust consideration of threats, each branch of the threat tree
is also considered for each information asset. Working through each branch of the threat trees to
identify threat scenarios can be a tedious exercise. Thus, a series of threat scenario questionnaires
have been developed and are provided to help with this task. These questionnaires can be found in
“Appendix C — OCTAVE Allegro Questionnaires v1.0” on page 91.

This step also provides an opportunity for consideration of probability in the description of threat
scenarios. Probability helps an organization determine which of the scenarios are more likely giv-
en its unique operating environment. This is useful in later steps when an organization begins the
process of prioritizing its risk mitigation activities. However, because it is often difficult to accu-

SOFTWARE ENGINEERING INSTITUTE | 19




rately quantify probability, especially with respect to security vulnerabilities and events, probabil-
ity is expressed in the OCTAVE Allegro methodology qualitatively as high, medium, or low.

3.1.6 Step 6 - Identify Risks

In Step 5 threats are identified, and in Step 6 the consequences to an organization if a threat is
realized are captured, completing the risk picture. A threat can have multiple potential impacts on
an organization. For example, the disruption of an organization’s e-commerce system can affect
the organization’s reputation with its customers as well as its financial position. The activities
involved in this step ensure that the various consequences of risk are captured.

3.1.7 Step 7 - Analyze Risks

In Step 7 of this assessment, a simple quantitative measure of the extent to which the organization
is impacted by a threat is computed. This relative risk score is derived by considering the extent to
which the consequence of a risk impacts the organization against the relative importance of the
various impact areas, and possibly the probability.” In other words, if reputation is most important
to an organization, risks that have an impact on the organization’s reputation will generate higher
scores than risks with equivalent impacts and probabilities in another area. By prioritizing these
impact criteria, an organization ensures that risks are prioritized in the context of its organiza-
tional drivers.

3.1.8 Step 8 - Select Mitigation Approach

In Step 8, the final step of the OCTAVE Allegro process, organizations determine which of the
risks they have identified require mitigation and develop a mitigation strategy for those risks. This
is accomplished by first prioritizing risks based on their relative risk score. Once risks have been
prioritized, mitigation strategies are developed that consider the value of the asset and its security
requirements, the containers in which it lives, and the organization’s unique operating environ-
ment.

3.2 OCTAVE ALLEGRO WORKSHEETS

One of the keys to successfully using the OCTAVE Allegro methodology is in understanding and
working with the worksheets that support the process (“Appendix B — OCTAVE Allegro Work-
sheets v1.0” on page 65). The following section briefly reviews each of the worksheets and relates
them to process steps. It is worth noting here that working with paper copies of these worksheets
while trying to perform the methodology can be cumbersome. The worksheets have been de-
signed so that they would be easily translatable to other electronic formats, and individuals and
organizations using the Allegro methodology are encouraged to do so.

3.2.1 Risk Measurement Criteria and Impact Area Prioritization Worksheets

As referenced above, in Step 1 of the OCTAVE Allegro methodology, risk measurement criteria
against which an organization can evaluate a risk’s effect on its mission and business objectives is

" Itis up to the organization using the OCTAVE Allegro approach whether to include the consideration of probability into

the risk assessment.
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created. To facilitate this activity, five standardized worksheets are provided that allow an organi-
zation to identify high, medium, and low impacts in the following categories:

« Reputation/customer confidence (Worksheet 1, Appendix B)

« Financial (Worksheet 2, Appendix B)

« Productivity (Worksheet 3, Appendix B)

« Safety and health (Worksheet 4, Appendix B)

o Fines/legal penalties (Worksheet 5, Appendix B)

Many organizations have found that having a standardized set of criteria that only requires filling
in the blanks is helpful when first attempting to use the Allegro methodology. Not all of the stan-

dardized categories or impacts work for every organization, however, and as an organization ma-
tures its risk measurement criteria the impact areas can become very specific to it.

Each of the worksheets has an option entitled “other.” This option is used to supplement the stan-
dard impact areas with additional categories that may be more meaningful to an organization. In
addition to these five worksheets, an additional worksheet is provided solely for user-defined im-
pact areas (Worksheet 6, Appendix B).

The impact area prioritization worksheet (Worksheet 7, Appendix B) is used in computing the
relative risk score. With this worksheet the organizational unit performing the Allegro assessment
prioritizes the impact areas defined on the previous worksheets or from categories the organiza-
tion has developed for itself from most important to least important.

3.2.2 Information Asset Profile Worksheet

An information asset profile is a representation of an information asset describing its unique fea-
tures, qualities, characteristics, and value. The Information Asset Profile worksheet (Worksheet 8,
Appendix B) captures all of this information on a single page.

3.2.3 Information Asset Risk Environment Maps

The Information Asset Risk Environment Maps capture all of the places where an information
asset is stored, transported, or processed. There are three map worksheets, one for each of the dif-
ferent container types defined by the OCTAVE Allegro method:

« Technical (Worksheet 9a, Appendix B)
« Physical (Worksheet 9b, Appendix B)
« People (Worksheet 9c, Appendix B)

Each of these maps addresses not only containers that are internal to the organization, but also
those that are in custodial control of external entities such as suppliers.

3.2.4 Information Asset Risk Worksheets

The creation of the Information Asset Risk Worksheet (Worksheet 10, Appendix B) is a key feature
of the Allegro process. On this worksheet both the threat and impacts associated with a risk are cap-
tured, the relative risk score is computed, and mitigation plans and activities are captured. Since the
identified risk is described on its own worksheet, risks can easily be grouped and regrouped as an
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organization moves forward in risk analysis and mitigation activities. The worksheets also facilitate
an organization’s ability to look across organizational units for similar or systemic risks and use that
information to develop more effective and efficient mitigation strategies.
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4 Using OCTAVE Allegro

This section of the report provides some practical instruction on using the OCTAVE Allegro me-
thod. It describes a collection of lessons learned from organizations that have successfully used
the method.

4.1 PREPARING FOR OCTAVE ALLEGRO

Some preparation is necessary before an organization can perform an OCTAVE Allegro assess-
ment. Preparation activities include obtaining management support, allocating appropriate organ-
izational resources to the process, and scoping the assessment activities.

4.1.1 Obtaining Senior Management Sponsorship

Obtaining sponsorship from senior management is a critical factor in successfully performing an
OCTAVE Allegro assessment. As with the OCTAVE methods, management must be committed
to providing active support to the process and they must be willing to participate in the process
when necessary, primarily in developing and sponsoring organization-wide risk measurement cri-
teria. (The level of participation is minimized with the OCTAVE Allegro methodology and can be
leveraged throughout the organization, as everyone using the methodology should use the same
risk measurement criteria.)

Senior management must also ensure that sufficient resources are allocated to the process, ena-
bling members of the assessment team to devote the necessary time to performing the process.
Without this, members of the assessment team are unlikely to develop useful results from the
process, and the necessary resources from outside the assessment team are unlikely to be avail-
able.

4.1.2 Allocating Organizational Resources

Two important aspects of the OCTAVE Allegro method are the composition and size of the as-
sessment team. In practice, we have observed a range of possibilities for establishing an assess-
ment team, from as few as one to as many as seven. In some cases, senior staff have performed
the method by themselves, relying on their knowledge of the operational area; in others, a group
of staff from the same operational unit have collaborated on the assessment. In most cases, there
is also typically a representative from the information technology department that participates on
the team or is directly accessible as necessary. The access to the IT department is most necessary
during the mapping of information assets and the development of threat scenarios and risk mitiga-
tion plans, as they can provide technical depth that other members of the team may lack.

The time commitment for the process can vary widely depending on the availability, experience,
and make-up of the team, the complexity of the information asset, the complexity of the environ-
ment in which that asset is stored, transported or processed, and of course, the number of informa-
tion assets being reviewed. The first time a team performs an assessment on a single information
asset often can often take up to several days. As teams become more experienced and learn to ef-
ficiently divide tasks between team members, they will be better able to predict the amount of
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time required for a given assessment. They will also become more proficient at performing as-
sessments, which will reduce the necessary time commitments.

4.1.3 Training Requirements

Organizations that have previous working knowledge of existing OCTAVE methods are generally
able to pick up the guidance, worksheets, and questionnaires associated with the OCTAVE Al-
legro method and deploy it without significant delay or challenge. However, organizations and
organizational units in which risk assessment is essentially a new activity or an area of improve-
ment generally find that they must provide some training and support to assessment team mem-
bers. In our experience with OCTAVE Allegro to date, users can become functional in the method
in approximately a day and a half. However, it should be noted that OCTAVE Allegro was de-
signed to be self-applied, and in many cases, assessment team personnel should be able to use the
guidance and worksheets included in this technical report without further instruction.

4.2 PERFORMING AN ASSESSMENT

All of the guidance, worksheets, and questionnaires necessary to perform an OCTAVE Allegro
assessment are included in the appendices of this report. However, please note that these artifacts
are intended to be used on a single information asset. Organizations that desire to assess more
than one information asset will need to repeat the process (beginning with Step 2, Activity 3) for
each information asset included in their risk assessment scope.

4.2.1 Selecting Information Assets

To date, users of the OCTAVE Allegro methodology have exhibited little difficulty in identifying
information assets to be included in the assessment scope, but they sometimes are challenged in
selecting a subset of assets that are critical to the organization. This requires an understanding of
which assets support critical organizational processes.

If the selection of information assets is left to the judgment of the assessment team, the impor-
tance of the asset may be based on its perceived value rather than a more consistent and repeatable
method of asset valuation. The use of critical success factors® can provide a consistent and repeat-
able method for selecting and validating critical assets. Performing an affinity analysis in which
the pool of information assets are mapped against an organization’s (or operational unit’s) critical
success factors can help to identify the information assets that are essential to meeting the mission
of the organization [Caralli 2004].

Critical success factor analysis can also provide insights as to which organizational unit should
perform risk assessments. The SEI technical report The Critical Success Factor Method: Estab-
lishing a Foundation for Enterprise Security Management [Caralli 2004] provides a methodology
for how an organization can identify its critical success factors and notionally describes a process
that uses these factors to identify critical organizational assets and critical organizational units.

8 Critical success factors describe the performance areas that are critical for an organization to accomplish its mission.
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4.2.2 Developing Risk Measurement Criteria

The first step in OCTAVE Allegro involves creating risk measurement criteria for the organiza-
tion. Users should consider the development of these criteria as an iterative process that will im-
prove over time. In all cases, risk measurement criteria should reflect management’s risk toler-
ances and appetite and should be able to be universally applied across the organization to the
extent possible. Otherwise, the results of risk assessments performed in different operational units
that use different risk measurement criteria may not be comparable.

4.2.3 Repeating an Assessment

For simplicity, an OCTAVE Allegro assessment should be repeated every time there is a signifi-
cant change in an information asset’s risk environment. In reality, the operational environment of
the organization is constantly changing, and because the OCTAVE Allegro assessment is essen-

tially a snapshot, it can quickly become outdated.

Some organizations set up a regular schedule of assessments to ensure that changes in the risk
environment are identified at discrete intervals and receive proper attention. The caution in this
approach is that if there are significant changes between the intervals, new risks may be intro-
duced without mitigation over a significant period of time. Other organizations require a new as-
sessment any time there is a significant change to an information asset or its environment. For
regularly changing environments, this approach can be appropriate, but for more stable environ-
ments it is possible that the cumulative effect of small changes in an asset’s risk environment over
time will be overlooked. Some organizations may find a hybrid of these approaches to be more
fitting for their operational environment. In any case, the organization should determine criteria
for repeating the OCTAVE Allegro assessment and implement that criteria along with the institu-
tionalization of the process.
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5 Next Steps

The OCTAVE Allegro approach described in this report facilitates an organization’s ability to
understand and manage its information-related security risks by providing a rapid and easily
adoptable, organizationally driven assessment and planning tool. But, like the organizations that
have used one or more of the existing OCTAVE methods, OCTAVE Allegro will continue to
evolve.

In the future, the OCTAVE “brand” will represent a broad range of tools, techniques, and meth-
odologies that define competencies across all phases of continuous information security risk man-
agement—from risk identification to assessment and analysis to mitigation. OCTAVE Allegro is
specifically positioned to help the organization quickly improve its risk assessment capabilities
and will evolve into the skill-based component of a larger philosophy on information security risk
management and process improvement.

In the meantime, the ways in which OCTAVE Allegro will become useful to organizations will
continue to grow. For example, to help an organization to evolve from a “security” view to an
“operational resiliency” view, OCTAVE Allegro will be expanded to include a consideration of
information assets in the context of their associated business processes and services. And to move
OCTAVE from the operational realm to earlier phases of the asset and systems development life
cycle, OCTAVE Allegro will be positioned as a tool for use in information security requirements
elicitation and development.

The following section discusses preliminary considerations of using the OCTAVE methodologies
in these ways.

5.1 EVOLVING THE OCTAVE ALLEGRO APPROACH

5.1.1 Focusing on Organizational Processes and Services

Assets are charged into production in support of the services that, in effect, define the mission of the
organization. Most organizations can be represented by the 10-12 fundamental services that it per-
forms. Evaluating risks to the organization in the context of service delivery will help organizations
to ensure that the protection and sustainability strategies developed for risk mitigation are optimized.
In other words, the way that risk is mitigated will be directly related to the value of the information
and information-related assets to the business processes and services that they support.

In order to gain lasting value from the risk assessment process, an organization must make the
important connections between its strategic objectives and information security, systems devel-
opment, business continuity, and IT operations. Expanding the focus of an OCTAVE assess-
ment to include the services and business processes of an organization will provide the context
in which operational practices can be aligned with the overall risk management strategy of the
organization.
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5.1.2 Expanding View Beyond the Operational Unit

Future work on OCTAVE will take into consideration that information security activities are not
performed in an organizational or operational unit vacuum. Information security, systems devel-
opment, business continuity, and IT operations all contribute to meeting operational objectives.
Ensuring that all functional areas of the organization are operating from the same set of risk driv-
ers is one of the fundamental principles of risk management.

OCTAVE Allegro should be easier to adopt and apply because the process is concentrated on es-
sential activities and is focused at the operational unit level within an organization. The resulting
assessment plans are by design locally optimized for the organizational unit performing the as-
sessment. However, it should be possible for an organization to use the outputs of the assessment
process to understand and manage risks on a broader scale.

In theory, an organization should be able to take the risks identified at the operational unit level
and translate them into mitigation strategies that are optimized for the enterprise, perhaps estab-
lishing an organizational baseline set of controls. When an operational unit conducts an OCTAVE
Allegro-based assessment, it can determine whether the identified risks are addressed by the base-
line controls and will only need to implement additional controls when it feels the risks to the as-
set and therefore the organizational mission outweigh the cost of additional controls.

5.1.3 Applying OCTAVE Allegro in the Systems Development Life Cycle (SDLC)

OCTAVE has traditionally been applied in the operation and maintenance phases of the SDLC.
Organizations have used the approach to assess and develop mitigation plans for assets and sys-
tems that are already deployed and in operation. Developing and implementing mitigation plans
for resources already in operation can be extremely expensive. Ensuring that a system provides all
of the necessary controls to protect the assets it stores, transports, and processes instead of bolting
them on can reduce operational cost for deployment of software and systems.

Ensuring that a system provides an appropriate set of security controls for the information assets it
contains requires that security requirements are captured and included in the development stages
of the SDLC. Security requirements that do exist today are typically generated from compliance
and best practice driven activities instead of from business objectives.

We believe that OCTAVE Allegro could be used earlier in the SDLC to ensure that security re-
quirements are aligned with organizational goals and objectives and that appropriate controls are
developed and implemented for critical assets. An Allegro assessment could be conducted for the
information assets that support a process that an organization wishes to automate. This would cap-
ture the security requirements of all of the information assets that support the business require-
ments and would identify the gaps in the current control structure that would need to be provided
by the system under development. Once identified, these missing controls can be incorporated
into the set of requirements for the system.
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5.2 LOOKING FORWARD

The introduction of the OCTAVE Allegro method in this technical report is another step in incor-
porating the lessons learned from our field experiences to enhance the usability and adoption of
the methods.

5.2.1 Expanding the Community of Interest

OCTAVE is accepted in the information security community as one de facto standard for con-
ducting risk assessments. As security and business continuity evolve into resiliency and organiza-
tions look for a way to manage operational risk, the community of interest continues to grow. The
user communities will be tapped to provide unique views of the applicability of the method in
practice and the various ways in which it can be tailored for extensibility to the larger enterprise.
The importance of effectively managing operational risk as part of the overall risk portfolio while
at the same time continuously improving the underlying processes is the focus of our emerging
work in resiliency engineering.

Activities planned for the future include workshops or forums from which we will draw on the
experience and expertise of the user community. The collective expertise of the user community
in the areas of information security, business continuity, and IT operations will provide a rich
source for validating that this work is reflective of the practitioners in the field.

5.2.2 Exploring Connections to the CERT Resiliency Engineering Framework

The CERT® Resiliency Engineering Framework is an emerging body of work at the SEI. The
framework is the foundation for a process improvement approach to security and business conti-
nuity management. It is a framework of practice that integrates security and business continuity
activities by defining the essential organizational processes, related goals, and specific practices
that are necessary to manage operational resiliency [Caralli 2007]. We expect the focus on manag-
ing operational risk and resiliency to influence future versions of OCTAVE. The assessment
process will be strengthened as the relationships between information security processes and op-
erational resiliency processes are identified, and OCTAVE may evolve further to support a resil-
iency perspective.

5.2.3 Updating and Improving Training

The SEI’s course offering on information security risk management and OCTAVE will be modi-
fied initially to expose students to OCTAVE Allegro concepts. In the future, we envision a
movement toward OCTAVE Allegro-based training and train-the-trainer education. In addition,
we also hope to position OCTAVE training as part of a larger focus on all aspects of information
security risk management education including risk identification, risk analysis, and risk mitiga-
tion.

The movement toward a focus on operational resiliency and away from security will also be re-
flected in future training efforts as OCTAVE Allegro and related tools, technologies, and methods
are created and transitioned.
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5.2.4 Obtaining Feedback and Direction

The OCTAVE Allegro guidance, worksheets, questionnaire, and example included in the appen-
dix of this technical report together form Version 1.0 of the OCTAVE Allegro methodology.
Readers of this report and users of the OCTAVE methodologies are invited to share their com-
ments and suggestions and descriptions of their experiences with the methodology. Understanding
the community’s experience with the method is critical to its continued improvement and will be
reflected in updates to the methodology artifacts. All feedback can be directed to the project mail-
box octave-info@cert.org.
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Appendix A OCTAVE Allegro Method Guidance v1.0

INTRODUCTION AND PURPOSE

This guidance provides detailed instructions for performing the eight steps in the OCTAVE Al-
legro risk assessment methodology. The guidance for each step of the process has the same struc-
ture. First background information and definitions are introduced, then more general information
necessary for performing the step is provided, and finally specific guidance for performing the
step is included. All steps are numbered sequentially for convenience and each step is broken
down further into a series of activities. As you complete an activity, it is a good idea to mark the
check box next to the activity so that you can track your progress.

“Appendix B — OCTAVE Allegro Worksheets v1.0” on page 65 contains all of the necessary
worksheets, and “Appendix C — OCTAVE Allegro Questionnaires v1.0” on page 91 contains all
of the necessary threat scenario questionnaires to complete an Allegro assessment for one infor-
mation asset. You will use the questionnaires to help seed the identification of possible threats to
your information asset. Finally, “Appendix D — OCTAVE Allegro Example Worksheets v1.0” on
page 99 provides an example of an Allegro-based assessment performed in a medical facility.

SOFTWARE ENGINEERING INSTITUTE | 31



Step 1 — Establish Risk Measurement Criteria

BACKGROUND AND DEFINITIONS
« Impact — The effect of a threat on an organization’s mission and business objectives.

« Impact value — a qualitative measure of a specific risk’s impact to the organization (high,
medium, or low).

« Risk measurement criteria — a set of qualitative measures against which the effect of each
risk on an organization’s mission and business objectives is evaluated. Risk measurement cri-
teria define ranges of high, medium, and low impacts for an organization.

GENERAL NOTES

In Step 1, you establish the organizational drivers that will be used to evaluate the effect of a risk
to your organization’s mission and business objectives. These drivers are reflected in a set of risk
measurement criteria that you will develop.

Risk measurement criteria form the foundation for your information asset risk assessment. With-
out these criteria, you cannot measure the extent to which your organization is impacted if a risk
to your information asset is realized. In addition to recognizing the extent of a specific impact, an
organization must recognize which impact areas are the most significant. For example, in some
organizations an impact to the relationship with its customer base may be more significant than an
impact on its compliance with regulations.

In the Allegro assessment, you will create a set of risk measurement criteria that reflect a range of
impact areas that are important (and probably unique) to your organization. For example, impact
areas can include health and safety of customers and employees, financial, reputation, and laws
and regulations. A standard set of worksheet templates will be used to create these criteria in sev-
eral impact areas and then prioritize them.

It is important to create a consistent set of risk measurement criteria that can be used for all in-
formation asset risk assessments conducted by an organization. The criteria should be focused at
an organizational level and should reflect senior management’s awareness of the risk environment
in which the organization operates. Using risk criteria that accurately reflect an organizational
view ensures that decisions about how to mitigate risk will be consistent across multiple informa-
tion assets and operating or departmental units.

GUIDANCE AND ACTIVITIES

There are two activities in Step 1.

32 | CMU/SEI-2007-TR-012



O Step1l
Activity 1

O Stepl
Activity 2

Define a qualitative set of measures (risk measurement criteria) against
which you will be able to evaluate a risk’s effect on your organization’s
mission and business objectives. Document your criteria on the Risk Meas-
urement Criteria Worksheets. At a minimum, consider the following impact
areas:

e Reputation/customer confidence (Worksheet 1, Appendix B)
e Financial (Worksheet 2, Appendix B)

e Productivity (Worksheet 3, Appendix B)

e Safety and health (Worksheet 4, Appendix B)

o Fines/legal penalties (Worksheet 5, Appendix B)

e User-defined impact area (Worksheet 6, Appendix B)

Fill in any blanks in the criteria worksheets to make them meaningful to
your organization. You may also change the descriptions provided or add
descriptions as necessary.

Notes: Within each impact area, there is an option entitled “other” to insert
a unique set of criteria. There is also an impact area entitled “user-defined”
available for new or unique impact areas. If any impact areas do not apply
to your organization, cross them out.

If your organization has already developed risk measurement criteria, it can
be used in the structured risk assessment, and this activity can be elimi-
nated. However, it is still a good idea to review the organization’s criteria to
ensure that it represents the current risk environment and tolerances.

Prioritize the impact areas from most important to least important using the
Impact Area Ranking Worksheet (Worksheet 7, Appendix B). The most
important category should receive the highest score and the least important
the lowest.

Notes: If you have five impact areas, rank the most important area as num-
ber five, the next most important area as number four, and so on. All impact
areas that you will be using for risk measurement must be ranked. This pri-
oritization is used later in the risk assessment to develop a relative risk
score that can help your organization determine how to address risks that
have been identified in the assessment.
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Step 2 — Develop an Information Asset Profile

BACKGROUND AND DEFINITIONS

Asset — An asset is something of value to the enterprise. Assets are used by organizations to
achieve goals, provide a return on investment, and generate revenue. The overall value of the
organization can be represented collectively by the value of its assets.

Critical information asset — Critical information assets are the most important assets to an
organization. The organization will suffer an adverse impact if

- acritical asset is disclosed to unauthorized people

- acritical asset is modified without authorization

- acritical asset is lost or destroyed

- access to a critical asset is interrupted

Information asset — An information asset can be described as information or data that is of
value to the organization, including such information as patient records, intellectual property,
or customer information. These assets can exist in physical form (on paper, CDs, or other me-
dia) or electronically (stored on databases, in files, on personal computers).

Information asset profile — A representation of an information asset describing its unique
features, qualities, characteristics, and value.

Information asset owners — Owners of information assets are those individuals who have
primary responsibility for the viability, survivability, and resiliency of an information asset.
They set security requirements for the asset and ensure that proper protection strategies have
been implemented in the organization to meet these requirements.

Information asset custodians — Custodians of information assets refers to the individuals in
the organization who have the responsibility to protect information assets that are stored,
transported, or processed in containers. In other words, custodians accept responsibility for
the information assets that live in containers that they manage and ensure the protection of the
assets per the owner’s requirements.

People - In the structured risk assessment, people are a type of container for information as-
sets. They may possess specialized or important information and use it in their jobs, such as
intellectual property. In some cases, the information that people know may not exist in any
other form in the organization (i.e., it may not be written down).

Security requirements — The requirements that characterize how an information asset is to
be protected. These are also often referred to as “security objectives.”

- Confidentiality — Ensuring that only authorized people (or systems) have access to an in-
formation asset.

- Integrity — Ensuring that an information asset remains in the condition that was intended
by the owner and for the purposes intended by the owner.

- Availability — Ensuring that the information asset remains accessible to authorized users.
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« Technology assets — Technology assets typically describe electronic containers in which in-
formation assets are stored, transported, or processed. These assets generally include hard-
ware, software, application systems, servers, and networks.

GENERAL NOTES

The risk assessment that you are performing is focused on the information assets of the organiza-
tion. In this step, you begin the process of defining those information assets. Later, you will iden-
tify the containers in which the information assets “live” and the custodians of those containers.
This will help you to fully identify all of the points at which the information assets might be vul-
nerable to disclosure, modification, loss/destruction, or interruption.

A profile is created for each information asset, forming the basis for the identification of threats
and risks in subsequent steps. Information asset profiling is important for ensuring that an asset is
clearly and consistently described, that there is an unambiguous definition of the asset’s bounda-
ries, and that the security requirements for the asset are adequately defined. The information asset
profile can even be extended to include a quantitative value for the asset, if desired.

Guidance and Activities

There are eight activities in Step 2.

O Step?2 The first activity in this step of the risk assessment involves identifying a
Activity 1 collection of information assets on which an assessment might be per-
formed. The assessment provides the most utility when it is focused on the
information assets that are most important to the organization. Depending
on the level at which you perform this risk assessment, “organization”
might be substituted by department, division, or any other sublevel of the
organization.

To do this, consider the following questions:

« What information assets are of most value to your organization?

« What information assets are used in day-to-day work processes and
operations?

«  What information assets, if lost, would significantly disrupt your or-
ganization’s ability to accomplish its goals and contribute to achieving
the organization’s mission?

« What other assets are closely related to these assets?

Brainstorm a list of the information assets that are important to your organi-
zation and on which you might perform a structured risk assessment.
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O Step?2 “Focusing on the critical few” is an essential risk management principle.
Activity 2 Thus, you should perform the structured risk assessment only on those as-
sets that are critical to accomplishing goals and achieving the organization’s
mission, as well as those that are important because of such factors as regu-
latory compliance.

From the list you created in Activity 1, consider the following question:

«  Which assets on your list, if compromised, would have an adverse im-
pact on the organization (as defined by your risk evaluation criteria) if
one or more of the following occurred?

- The asset or assets were disclosed to unauthorized people.
- The asset or assets were modified without authorization.
- The asset or assets were lost or destroyed.
- Access to the asset or assets was interrupted.
Assets that meet one or more of these criteria should be considered critical

to your organization and should have a structured risk assessment per-
formed on them.

Beginning with the next activity, you will commence the process of per-
forming a risk assessment on one of your critical information assets. Simply
repeat all of the steps for each information asset on which you wish to per-
form a risk assessment.

O Step?2 In the following activities (3-8) you gather information about your informa-
Activity 3 tion asset that is necessary to begin the structured risk assessment process.
You will use the Critical Information Asset Profile (Worksheet 8, Appendix
B) to record this information.

To begin, record the name of the critical information asset in column (1) of
the Critical Information Asset Profile.

O Step?2 Document your rationale for selecting the critical information asset in col-
Activity 4 umn (2) of the Critical Information Asset Profile. As you do so, consider
the following questions:

« Why is this asset critical to the organization?

« Is this information asset subject to regulatory requirements?
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O Step?2 Record a description for the critical information asset in column (3) of the
Activity 5 Critical Information Asset Profile. Be sure that you define the scope of the
information asset and that you use an agreed-upon, common definition. Ex-
amples include “all of the paper medical records for our practice” or “the
vendor database.”

Consider the following questions when you are describing the information
asset:

« What is the common name for this information asset (how do people
within the organization refer to it)?

« s this information asset electronic or physical (i.e., found on paper), or
both?

Notes:

Be sure to document any distinguishing factors that are relevant to the value
of the information asset and/or the protection needs of the asset. For exam-
ple, if the information asset is covered under regulations such as HIPAA,
you should note that in the description.

You might also want to capture which organizational processes or services
that this information asset supports. For example, the customer database
might support billing processes, product quality processes, and sales proc-
esses.
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O Step?2
Activity 6

Identify and document the owners of the critical information asset. (Refer to
the definitions provided above to determine who is an owner.) Record this
information in column (4) of the Critical Information Asset Profile.

Consider the following questions when you are documenting the infor-
mation asset owner:

« Who in the organization has the primary responsibility for this informa-
tion asset?

«  Who owns the business processes where this information asset is used?
Whose business processes are most reliant on this information asset?

«  Who would be responsible for setting the value (monetary or otherwise)
of this information asset?

«  Who would be most impacted if the information asset was compro-
mised?

« Are there different owners for the different elements of data that com-
pose the information asset?

Notes:

In many cases, an information asset is owned by more than one organiza-
tional unit. If this is the case for your information asset, be sure to involve
the additional owners in defining the asset and performing the risk assess-
ment. The risk profile of the asset might be incomplete if you do not con-
sider the threat environments of all operating units that own the asset.

Additionally, while recording the actual name of the owner is useful, it is
more important to capture the organizational position of the owner or own-
ers. This is especially important in organizations with significant turnover.
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O Step?2
Activity 7

O Step?2
Activity 8

Record the security requirements for confidentiality, integrity, and avail-
ability in column (5) of the Critical Information Asset Worksheet. Begin by
checking the requirements that are applicable to the information asset, and
continue by filling in the information that completes each security require-
ment statement. To the right of these statements you may add requirements
or you may make your requirements more specific. It is important to re-
member during this step that if there is more than one owner of an informa-
tion asset, the security requirements developed for that asset must reflect the
requirements of all the owners.

Security requirements for information assets are often derived from legisla-
tion and regulation. You should make sure that the security requirements
that you define support any pertinent regulations.

Notes:

A category entitled “other” is provided for additional security requirements
that do not fit the categories listed.

Identify the most important security requirement for the information
asset by marking an ‘X’ in the box next to the category of security require-
ments in column (6) of the Critical Information Asset Worksheet. You will
use this information when you are determining the potential impact of a
risk, so it is important that you choose this security requirement carefully.
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Step 3 — Identify Information Asset Containers

BACKGROUND AND DEFINITIONS

« Information asset container — An information asset container is where information assets
are stored, transported, or processed. It is a place where an information asset “lives.” Contain-
ers generally include hardware, software, application systems, servers, and networks (tech-
nology assets), but they can also include items such as file folders (where information is
stored in written form) or people (who may carry around important information such as intel-
lectual property). They can also be both internal and external to an organization.

GENERAL NOTES

The places where an information asset is stored, transported, or processed can become points of
vulnerability and threats that put the information asset at risk. Conversely, they can also become
places where controls can be implemented to ensure that information assets are protected from
harm so that they can be used as intended.

Containers are most typically identified as some type of technical asset—hardware, software, or
system—-but a container can also be a physical object such as piece of paper or a person that is
important to the organization. People containers are particularly important with respect to intellec-
tual property or information that is generally sensitive or confidential. A person who obtains this
information essentially becomes a “container” and must be considered when profiling risks to the
information asset. In some cases where a person possesses key organizational information (such
as production designs), the lack of availability of that person is disruptive to related processes.
Risks related to this must be identified and mitigated.

There are three very important points with respect to security and the concept of an information
asset container:

« The way in which an information asset is protected or secured is through controls imple-
mented at the container level. For example, to protect the customer database on a server, lay-
ers of controls are applied such as permitting only authorized personnel to enter the server
room and limiting network access to the database to authorized individuals.

« The degree to which an information asset is protected or secured is based on how well the
controls implemented at the container level take into consideration the security requirements
of the information asset.

« Any vulnerabilities or threats to the containers in which the information asset lives are inher-
ited by the information asset. This could be the case with people—if an employee is the only
one who has a key piece of intellectual property and has never documented it, the loss of this
key individual due to illness or termination of employment renders the information asset in-
accessible.

In an information security risk assessment, the identification of containers is essential to identify-
ing risks to the information asset itself. By mapping an information asset to all of the containers in
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which it lives, this activity defines the boundaries of the technical environment and infrastructure
that must be examined for risk.

It is important to recognize that information assets reside not only in containers within an organi-
zation’s boundaries, but they also often reside in containers that are not in the direct control of the
organization. For example, many organizations outsource some if not all of their IT infrastructure
to service providers. These service providers manage the containers that contain the organiza-
tion’s information assets. If a service provider is not aware of the security requirements of an in-
formation asset that is stored, transported, or processed in the containers that they manage, the
controls that are necessary to protect the information assets may not be adequate, thus exposing
the assets to risk. This problem can become even more pronounced if the service provider in turn
contracts for other services (such as data storage) with additional service providers that may be
unknown to the information asset owner. Thus, to gain an adequate risk profile of an information
asset, an organization must identify all of the locations where its information assets are stored,
transported, or processed, whether or not they are within the organization’s direct control.

GUIDANCE AND ACTIVITIES

There is only one activity in Step 3.
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O Step3 Using the Information Asset Risk Environment Map (Worksheets 9a, 9b,
Activity 1 and 9c, Appendix B) identify and document the containers in which your
information asset is stored, transported, or processed as follows:

« Use Worksheet 9a to identify technical containers that are under the
direct control of the organization (internal) or those that are managed
outside of the organization (external)

« Use Worksheet 9b to identify physical locations where the information
asset may exist either inside or outside of the organization

» User Worksheet 9c to identify people internal or external to the organi-
zation who may have a detailed knowledge of the information asset

Begin with Worksheet 9a and complete all of the worksheets in as much
detail as possible. Use the Information Asset Container Guides located in
Tables 1-3 below if you need help in identifying appropriate containers in
each of the three classes. Remember that you may need the help of others in
the organization in order to develop an accurate “map” of all of the places
where your information asset is stored, transported, or processed.

Notes:

You should document the owner of the container for the information asset
whenever possible. The owner of the container often takes custodianship of
your information asset and therefore may be required to help you to develop
and implement risk mitigation strategies for any risks that originate on the
container. You may need to talk with the owners of these containers during
the risk assessment process to gather additional information.

As with recording the owner of an information asset, it is more important to
capture the organizational position of the owner or owners. This is espe-
cially important for owners from outside of your organization.
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Table 3: Information Asset Container Guide - Technical Containers

Container Type Questions to Consider
Technical Internal
(see Worksheet9a) | o what information systems use or process this information asset?

a

Example:

e The vendor database (information asset) is used by the accounts
payable system (system).

What automated processes are reliant on this information asset?
Example:

e Paying an invoice (process) requires information in the vendor da-
tabase (information asset) and is automated in the accounts pay-
able system (system).

On what hardware might this information asset be found? Consider:

o If the information asset is used by a system, application, or process,
what underlying hardware is related to the information asset?

Examples:

e The vendor database is stored on the “DIAMOND” server.

External

Avre there customer or partner information systems that are externally
managed that use or process this information asset?
Example:

e The payroll database (information asset) is used by the payroll
management system (system) run by the payroll contractor.

Avre there any automated processes used by customers or business part-
ners that rely on this information asset?
Example:

e Asupplier of medical instruments uses information from the or-
ganization’s inventory database (information asset) to manage
just-in-time restocking in their customer order system (system).

On what customer or partner hardware might this information asset be
found? Consider:

e If the information asset is used by any external customer or partner
system, application, or process, what underlying hardware is related
to the information asset?

Examples:
e the contractor’s “OMEGA” server or mainframe

e the supplier’s dedicated network link segment “xyz”
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Table 4:  Information Asset Container Guide - Physical Containers

Container Type Questions to Consider
Physical Internal
(see Worksheet 9b) Q Are there places, other than on technical assets, where this information

asset exists? Consider:

e Do people frequently write this information on paper and keep it on
their desks?

e  Are there paper copies of this information asset that are filed or
stored?

e Do people process paper-based transactions that include this infor-
mation asset?

e Are there physical storage spaces where this information asset might
be stored in physical form?

Examples:

e Patient records are stored in file folders in the file room on the
second floor.

e Doctors have paper copies of patient records stored in their
desks.

External

Q Are there places external to the organization, other than on technical as-
sets, where this information asset exists? Consider:

e Do partners frequently write this information on paper and take it
with them?

e Are there paper copies of this information asset that are shared with
or stored at other organizations?

e Do any customers, partners, or contractors process paper-based
transactions that include this information asset?

e Are there physical storage spaces located in other organizations
where this information asset might be stored in physical form?

Examples:

e Product designs are shared with significant customers during
development stages.

e Paper records are managed and stored at a contractor-owned
facility.

e Computer backup tapes are managed and stored by a third
party who contracts with your organization’s IT service pro-
vider.
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Table 5:  Information Asset Container Guide — People Containers

Container Type

Questions to Consider

People
(see Worksheet 9c)

Internal

O What people might have detailed knowledge of this information asset?
Consider:

Is this information asset considered intellectual property that a per-
son might know?

Is this information asset sensitive or confidential, and could it be
known by a few select individuals in the organization?

What people might have access to this information and might retain
it or disclose it if they have seen it?

Examples:

John Smith developed the paint formulas for our new line of cars.
Only he knows the formulas and has never written them down.

Barbara Jones is a secretary in the medical records department.
Although she has not been provided direct access to these records,
she frequently sees patient’s medical information as files are
passed around the office.

External

Q What people, external to your organization, might know about this in-
formation asset? Consider:

Is this information asset considered intellectual property and shared
with partners, service providers, consultants, or customers?

Avre there external parties that might have access to this information
and might retain it or disclose it if they have seen it?

Examples:

The marketing vice president often discusses specs of new product
offerings with the organization’s largest customer.
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Step 4 — Identify Areas of Concern

Background and Definitions

« Area of Concern — A descriptive statement that details a real-world condition or situation
that could affect an information asset in your organization.

General Notes

In Step 4, you begin the process of developing information asset risk profiles. Risk is the combi-
nation of a threat (a condition) and the resulting impact of the threat if acted upon (a conse-
quence). In Step 4, you begin to address the threat component of the risk equation by brainstorm-
ing about possible conditions or situations that can threaten your information asset. These real-
world scenarios are referred to as areas of concern and may represent threats and their correspond-
ing undesirable outcomes. The areas of concern are captured and used to seed the development of
risk profiles in Step 5.

Avreas of concern may characterize a threat that is unique to your organization and its unique oper-
ating conditions. The purpose of this step is not to capture a complete list of all possible threat
scenarios for an information asset; instead, the idea is to quickly capture those situations or condi-
tions that come immediately to mind that could affect your asset and record them.

As you perform this step, remember to consider the various actors, motives, and outcomes inher-
ent in the area of concern. Be as specific as you can and keep in mind the security requirements
that you have set for your information asset and how they might be compromised due to a threat
as you build real-world scenarios.

Guidance and Activities

There is only one activity in Step 4.

a Step_) 4 To perform this activity, you will use the Information Asset Risk Environ-
Activity 1 ment Maps for reference and the Information Asset Risk Worksheet (Work-
sheet 10, Appendix A) to record your areas of concern.

To identify areas of concern, perform the following steps:

1. Using the Information Asset Risk Environment Maps, review each of
the containers that you have listed to seed a discussion about potential
areas of concern.

2. Document each area of concern that you identify on an Information
Asset Risk Worksheet. On the worksheet, record the name of the in-
formation asset and document the area of concern in as much detail as
possible. Complete the columns labeled “Information Asset” and
“Area of Concern” on the worksheet and remember to use a separate
worksheet for each area of concern that you identify.
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3. Expand your areas of concern to create threat scenarios. A threat sce-
nario is a more detailed expression of the properties of a threat. For
each area of concern that you have recorded on an Information Asset
Risk Worksheet, complete columns (1) through (4) by recording the ac-
tor, means, motive, and outcome. If you cannot complete some of
these elements, leave them blank.

4. Incolumn (5) document how this threat would affect the security re-
quirements that have been set for the information asset. Continue to
perform this activity for each Information Asset Risk Worksheet until
all of your areas of concern have been expanded. The remaining risk
information will be gathered in a later step.

5. Proceed through each of the containers listed on the Information Asset
Risk Environment Maps and document as many areas of concern as
possible. Remember, a single container may result in the identification
of one or more areas of concern.

Notes:

The Information Asset Risk Worksheet will be used to collect risk informa-
tion for your information asset as you proceed through the risk assessment.
Each worksheet will uniquely capture a single risk, so you may have several
of these worksheets completed throughout the risk assessment.

The following are examples of areas of concern:

Areas of concern

On the primary file server, incorrect file permissions might enable a staff member to
accidentally access another employee’s medical records.

On the payroll database server, a failure of the authentication controls could allow a
user to accidentally view another employee’s salary on the payroll system.

John Smith is the only employee who knows the production specs for producing
widgets. The specs have never been written down. John Smith has been talking about
leaving the company; if he does so, and the widget specs aren’t obtained, we can’t
make widgets.

A patient’s medical records, which are contained in folders often left on the nursing
station desks, are altered by an unauthorized employee because there is no access
control.
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Step 5 — Identify Threat Scenarios

Background and Definitions

« Threat — A threat is an indication of a potential undesirable event. A threat refers to a situa-
tion (or scenario) in which a person could do something undesirable (an attacker initiating a
denial-of-service attack against an organization’s email server) or a natural occurrence could
cause an undesirable outcome (a fire damaging an organization’s information technology
hardware). A threat is created when a threat actor exploits a vulnerability.

« Threat scenario — A threat scenario is a situation in which an information asset can be com-
promised. It generally consists of an actor, a motive, a means (access), and an undesired out-
come. Threat scenarios are simplified ways to determine if a risk exists that could affect your
information asset.

« Threat trees — A tree structure used to visually represent a range of threat scenarios. Threat
trees help you to ensure that you consider a broad range of potential threats to your informa-
tion asset as the basis for determining risk.

GENERAL NOTES

In Step 4, you documented areas of concern that could affect your information asset. In this step,
areas of concern are expanded into threat scenarios that further detail the properties of a threat. To
expand areas of concern into threat scenarios, you must first understand the basic components of a
threat. A threat has the following properties:

« Asset — something of value to the enterprise

« Access/means — how the asset is accessed by an actor (technical means, physical access). Ac-
cess applies only to human actors.

« Actor — who or what may violate the security requirements (confidentiality, integrity, avail-
ability) of an asset

« Motive — the intent of an actor (e.g., deliberate or accidental). Motive applies only to human
actors.

« Outcome — the immediate result (disclosure, modification, destruction, loss, interruption) of
violating the security requirements of an asset

A range of threat scenarios can be represented visually in a tree structure to describe these threat
properties. This tree structure is often referred to as a threat tree. In the Allegro risk assessment,
four threat trees are considered. These trees are described in Table 6 and graphically represented
in Table 7.
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Table 6:  Description of Threat Trees

Threat Tree

Definition

Human actors using technical
means

The threats in this category represent threats to the information asset via the
organization’s technical infrastructure or by direct access to a container (tech-
nical asset) that hosts an information asset. They require direct action by a
person and can be deliberate or accidental in nature.

Human actors using physical
access

The threats in this category represent threats to the information asset that re-
sult from physical access to the asset or a container that hosts an information
asset. They require direct action by a person and can be deliberate or acciden-
tal in nature.

Technical problems

The threats in this category are problems with an organization’s information
technology and systems. Examples include hardware defects, software de-
fects, malicious code (e.qg., viruses), and other system-related problems.

Other problems

The threats in this category are problems or situations that are outside the
control of an organization. This category of threats includes natural disasters
(e.g., floods, earthquakes) and interdependency risks. Interdependency risks
include the unavailability of critical infrastructures (e.g., power supply).
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The threat scenario derived from your areas of concern corresponds to a branch on these threat
trees. To ensure a robust consideration of threats, each branch of the threat tree should be consid-
ered for your information asset. Working through each branch of the threat trees to identify threat
scenarios can be a tedious exercise. Thus, in the structured risk assessment, a series of threat sce-
nario questionnaires have been developed and are provided to help you with this task. In Step 5
you will use these questionnaires to help you identify additional threat scenarios you will want to
consider for your information asset.

GUIDANCE AND ACTIVITIES

There are three activities in Step 5.

O Step5 In this activity, you will identify additional threat scenarios that have not

Activity 1 been seeded by areas of concern. To do this, you will use “Appendix C —
Threat Scenarios Questionnaires.” There is one questionnaire for each type
of container (technical, physical, and people). Each questionnaire contains a
collection of scenarios followed by questions designed to help seed the
identification of additional threats.

To complete this activity, use the Information Asset Environment Maps that
you created in Step 4 (Worksheets 9a, 9b, and 9c¢) as a guide.

1. Proceed to Threat Scenarios Questionnaire 1 — Technical Containers.
Considering the technical containers you have listed on Worksheet 9a,
answer the questions. Circle an appropriate response.

2. Continue through Threat Scenarios Questionnaire 2 — Physical Con-
tainers and Threat Scenarios Questionnaire 3 — People. Use Work-
sheets 9b and 9c respectively to help guide your completion of the
questionnaires.

Notes:

Remember that you may have more than one “yes” answer if there are dif-
ferent conditions, so circle more than one if necessary.
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O Step5
Activity 2

In this activity, you will complete Information Asset Risk Worksheets for
each of the generic threat scenarios you identified for consideration on the
questionnaires.

1. Review your responses on the Threat Scenarios Questionnaires. You
do not have to do anything further for any scenario in which you cir-
cled “no.”

2. Forall “yes” answers, record a new Information Asset Risk Worksheet.
Complete sections (1) through (5) on this worksheet. If you find that
you have answered “yes” to a question, but cannot come up with a cor-
responding real-life situation, move on.

3. Continue until there is at least one Information Asset Risk Worksheet
completed for each “yes” answer on any Threat Scenarios Question-
naire.

Notes:

It is possible that you could have more than one real-life situation that is
represented by any “yes” answer you circle. If this is the case, you should
record as many Information Asset Risk Worksheets as necessary for each
“yes” answer.

O Step5
Activity 3

This activity is optional for all Information Asset Risk Profiles. If you
choose to do it, you must do it on all profiles.

You may also decide to add probability to the description of the threat sce-
narios you have captured on your Information Asset Risk Worksheets. Prob-
ability helps you to determine which of the scenarios are more likely given
your unique operating contexts. This will be useful later in determining how
to prioritize your risk mitigation activities. Because it is often very difficult
to accurately quantify probability (especially with respect to security vul-
nerabilities and events), probability is expressed in this risk assessment
qualitatively as high, medium, or low. In other words, you must determine
whether there is a strong (high) chance that the scenario you have docu-
mented could occur, a medium chance (neutral), or if the scenario is unlike-
ly (low). If you choose to make this determination, you should check the
appropriate probability box in column (6) for each of the risk worksheets
that were created.

Notes:

If you decide to use probability, you must assign a probability to each of
the threats that you have developed.
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Step 6 — Identify Risks

BACKGROUND AND NOTES

« Impact statement — A descriptive statement that details how the organization is impacted
when a threat scenario is realized. The impact statement is the consequence of the realization
of a threat scenario.

o Risk — Arisk is the possibility of suffering harm or loss. Risk refers to a situation where a
person could do something undesirable or a natural occurrence could cause an undesirable
outcome, resulting in a negative impact or consequence. A risk is composed of

- anevent,
- aconsequence, and
- uncertainty

GENERAL NOTES

By identifying how the organization is impacted, you are completing the risk equation. This can
be illustrated as follows:

Threat (condition) + Impact (consequence) = Risk

[Steps 4 and 5] + [Step 6] = Risk

GUIDANCE AND ACTIVITIES

There is one activity in Step 6.
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Q Step6
Activity 1

In this activity, you determine how the threat scenarios that you have re-
corded on each Information Asset Risk Worksheet could impact your or-

ganization.

1. For each threat scenario that you documented on an Information Asset
Risk Worksheet, determine how your organization would be impacted if
this threat scenario was realized. This is the consequence of the threat

and completes the risk equation.

2. Document a minimum of one consequence in Section (7) of the Infor-
mation Asset Risk Worksheet. Additional consequences can be docu-
mented as necessary. Be as specific as you can. Try to consider the im-
pact areas of the risk evaluation criteria as you consider consequences.
Also, pay attention to the “outcome” you considered in Step 5, Activity

5.

The following table provides a few examples.

Threat Scenario

Consequence

Incorrect file permissions enable a staff
member to accidentally access another
employee’s medical records.

The medical records of an employee are
disclosed, resulting in a lawsuit filed
against the organization and a resulting
fine of $50,000.

John Smith is the only employee who
knows the production specs for produc-
ing widgets. The specs have never been
written down. John Smith has been talk-
ing about leaving the company; if he
does so, and the widget specs aren’t
obtained, we can’t make widgets.

Widgets are not produced, resulting in

loss of production revenue of $250,000
per day and potential that the company
would shut down.

A patient’s medical records are altered
by an unauthorized employee due to
poor authentication controls.

An incorrect dose of medication (or an
incorrect medication) is given to a pa-
tient resulting in their death and resulting
lawsuits, reputation damage, and possi-
ble fines.
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Step 7 — Analyze Risks

BACKGROUND AND NOTES

« Impact value — A qualitative value assigned to describe the extent of impact to an organiza-
tion when a threat scenario and resulting impact is realized. The impact value is derived from
the risk measurement criteria.

GENERAL NOTES

In Step 7, you qualitatively measure the extent to which the organization is impacted by a threat
by computing a risk score for each risk to each information asset. This scoring information is used
for determining which risks you need to mitigate immediately and for prioritizing mitigation ac-
tions for the remainder of risks in Step 8.

Risk analysis is a complex undertaking. In the structured risk assessment, you will perform activi-
ties that will give you a systematic way to analyze how the organization is impacted by a risk, but
these activities are not all-encompassing. You will need to apply your knowledge of the organiza-
tion and some common sense.

In this activity, you will generate a relative risk score. The relative risk score is derived by consid-
ering the extent to which the consequence of a risk affects the organization as compared to the
relative importance of the various impact areas. In other words, if the area of “reputation” is most
important to your organization and the consequence of a risk causes an extensive impact to repu-
tation, you may need to take action to ensure that this risk is mitigated. By using these criteria,
you are ensuring that risks are scored in the context of your organizational drivers.

GUIDANCE AND ACTIVITIES

There are two activities in Step 7. These activities must be performed for each Information Asset
Risk Worksheet. You may do all of the activities to each risk worksheet at one time or proceed
with Activity 1 for all worksheets, then go to Activity 2, etc.
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Q Step7
Activity 1

Begin by reviewing the Risk Measurement Criteria that you created in Step 1,
Activity 1. Focus on how you defined high, medium, and low impacts for your
organization.

Starting with your first risk worksheet, review the consequence statement (or
statements) that you recorded.

Using the Risk Measurement Criteria as a guide, evaluate the consequence
relative to each of the impact areas and record a value of “high,” “medium,” or
“low” in the “Value” area of column (8). If you have written more than one
consequence statement, be sure to consider all of them as you are assigning
values to the impact areas. You must record a value in each of the impact ar-
eas.

Consider the following example.

Threat Scenario Consequence

Incorrect file permissions enable a staff The medical records of an em-
member to accidentally access another ployee are disclosed, resulting in a
employee’s medical records. lawsuit filed against the organiza-

tion and a resulting fine of $50,000.

This consequence indicates direct effects on the organization’s reputation, po-
tential monetary losses and lawsuits, and possible fines and penalties. Using
the organization’s Risk Measurement Criteria, the following values were as-
signed.

Impact Area Impact Value
Reputation/Customer Confidence Moderate
Financial Low
Productivity Low

Safety and Health Low
Fines/Legal High

The value of “high” in fines/legal is assigned because the organization has set a
threshold of $25,000 as its upper limit. The consequence has little or no effect
on productivity, so a value of “low” has been assigned.
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Q Step7
Activity 2

In this step a relative risk score will be computed that can be used to analyze
risks and help the organization to determine an appropriate risk strategy.
You will perform this step in the “Score” area of column (8) on each of the
Information Asset Risk Worksheets.

1. Compute the score for each impact area by multiplying the impact area
rank by the impact value. (Refer to the Impact Area Ranking Work-
sheet that you created in Step 1, Activity 2.) Record the result in the
“score” column. Impact values are assigned quantitative values as fol-
lows: High — 3, Medium — 2, and Low — 1. Be sure to keep these values
consistent throughout the risk worksheets.

2. Total the score column. This total is the relative risk score.

3. Consider the following example. The organization ranked its impact
areas as shown below. The financial area is considered to be the most
important impact area and safety and health the least important. The
impact values were assigned in Activity 1 as the consequences were
considered.

Impact Area Ranking Impact Value Score
Reputation 4 Moderate (2) 8
Financial 5 Low (1) 5
Productivity 3 Low (1) 3
Safety and Health 1 Low (1) 1
Fines/Legal 2 High (3) 6
Total Score 23
Notes:

The scores generated in this activity are only meant to be used as a prioriti-
zation tool. Differences between risk scores are not considered to be rele-
vant. In other words, a score of 48 means that the risk is relatively more im-
portant to the organization than a score of 25, but there is no importance to
the difference of 13 points.

SOFTWARE ENGINEERING INSTITUTE | 57



Step 8 — Select Mitigation Approach

BACKGROUND AND NOTES

e Mitigation approach — The way that an organization intends to address a risk. An or-
ganization has the following options: accept, mitigate, or defer.

- Accept — A decision made during risk analysis to take no action to address a risk and
to accept the stated consequences. Risks that are accepted should have little to low
impact on the organization.

- Mitigate — A decision made during risk analysis to address a risk by developing and
implementing controls to counter the underlying threat or to minimize the resulting
impact, or both. Risks that are mitigated are those that typically have a medium to
high impact on an organization.

- Defer — A situation where a risk is neither accepted nor mitigated based on the or-
ganization’s desire to gather additional information and perform additional analysis.
Deferred risks are monitored and re-evaluated at some point in the future. Risks that
are deferred are generally not an imminent threat to the organization nor would they
significantly impact the organization if realized.

e Residual risk — Residual risk is the risk that remains when a mitigation approach has
been developed and implemented for the range of risks that affect an information asset.
Residual risk that remains must be acceptable to the organization.

GENERAL NOTES

In Step 8, you consider which risks you need to mitigate and how. This is done by prioritizing
risks, deciding on an approach to mitigate important risk based on a number of organizational fac-
tors, and developing a mitigation strategy that considers the value of the asset and the places
where it lives.

The decision to accept a risk, mitigate it, or defer it is based on a number of important factors.
Impact value is a primary driver, but so is probability. If a risk could seriously or significantly
impact the organization but is highly unlikely to occur, you may not want to mitigate it. Unfortu-
nately, there is no decisive path to follow for deciding which risks to mitigate. Often, this is a de-
cision that is driven by the individuals involved in the risk assessment and their knowledge of the
organization.

Once the decision is made to mitigate a risk, you must develop an effective and efficient mitiga-
tion strategy. Deciding how to mitigate a risk is a complex endeavor and may require discussion
with other skilled personnel in your organization. The fact that the owner of an information asset
and the custodian of the asset are two different people means that both must collaborate on the
best strategy for providing overall protection.
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The need for collaboration between business experts and information technology personnel high-
lights the scenario in which the owner of an information asset is different from the custodian. Fre-
quently, the true owners of information assets are the business subject matter experts who entrust
the IT department to manage their technical infrastructure. Unfortunately, these owners are often
unaware of their role and abdicate their responsibilities to the custodians of their data. Thus, they
relinquish all control of the asset to the IT department and expect them to manage all aspects of
the asset, including security.

As the administrators over information system and technical infrastructure, the IT department
takes on the job of supporting the business functions of the organization. Since the business func-
tions of the organization are dependent on information assets, the IT department plays an impor-
tant role in implementing protection strategies that support and protect the organization’s informa-
tion assets. The criticality of their role and their ability to implement technical controls has led
many organizations to mistakenly attribute ownership of information assets to them. Excluding
them from the development of risk mitigation strategies can be a significant mistake.

A further complication to the owner and custodian problem is that there is often a multitude of
information assets being stored, transported, or processed in a single container. Each of the infor-
mation assets may have different owners and, consequently, potentially different security re-
quirements. This is a challenge because the minimum level of controls on the container must be
those that meet the highest level of security requirements needed to secure one or more of the in-
formation assets. In other words, the information asset with the most extensive security require-
ments influences the overall controls applied to the container.

A common consequence of this situation is that some assets in a container will be over-protected
because the controls are more extensive than is called for by their security requirements. Most
often, however, the controls applied to a container end up failing to accurately meet the security
needs of all of the information assets that it stores, processes, or transports (sometimes because de
facto controls have been applied across all similar containers). One way to address this issue is to
move information assets to other containers (e.g., servers) where they can be protected in a way
that better meets their security requirements.

Each of these issues adds a layer of complexity in protecting an organization’s information secu-
rity assets. The asset profiles and maps developed in Steps 2 and 3 can be useful for determining
all of the critical information assets that live in a specific container. The security requirements of
all assets in that container can then be considered in aggregate when developing a mitigation
strategy for their protection. In some cases an organization may determine that allowing certain
combinations of assets to coexist prevents the implementation of an effective level of controls,
and an owner may choose to move an asset as a result.

To mitigate risk appropriately, you must consider a balanced approach.

« You can avoid risk by implementing appropriate controls to prevent threats and vulnerabili-
ties from being exploited.

« You can limit risk by implementing strategies that limit the adverse impact on the organiza-
tion if a risk is realized.
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In most cases, it is appropriate to ensure that your mitigation strategies address both avoiding and
limiting risk. However, it is also important to consider cost in developing your mitigation strate-
gies. The cost of avoiding and limiting risk must be commensurate with the value of the asset be-
ing protected and the potential impact on the organization if the asset is compromised. In addi-
tion, you must consider that not all risk can be eliminated. Your mitigation strategies may result in
residual risk, which you must consider and either accept or mitigate further.

The value of performing a risk assessment is so that mitigation strategies can be based on solid
analysis, so these activities may require significant discussion and planning. It is important to
have the support of senior management and to collaborate with the IT department and other stake-
holders to develop balanced and cost-effective mitigation strategies.

GUIDANCE AND ACTIVITIES

There are three activities in Step 8.
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O Step8
Activity 1

The first activity in Step 8 is simply to sort each of the risks that you have iden-
tified by their risk score. Categorizing your risks in an orderly fashion will help
you begin to make decisions on their mitigation status.

There are many ways for an organization to categorize its risks. One straight-
forward method is to begin by sorting the risks in order from highest to lowest.
Then separate the risks into four pools with equal number of risks. The risks
with the highest score should be in the first (Pool 1), the risks with the next
highest range of scores in the second (Pool 2), the next highest in the third
(Pool 3), and the lowest scores in the fourth (Pool 4).

Other categorization schemes may make sense for your organization. If your
organization is using probability, you might want to consider developing a risk
matrix to categorize the risks identified. The Relative Risk Matrix table below
shows an example of how to do this.

RELATIVE RISK MATRIX
RISK SCORE
PROBABILITY
30 TO 45 16 TO0 29 0TO015
HiGH POOL 1 POOL 2 POOL 2
MEDIUM POOL 2 POOL 2 POOL 3
Low POOL 3 POOL 3 POOL 4
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O Step8
Activity 2

Assign a mitigation approach to each of your risks. Consider using the fol-
lowing as a guide, but remember that a decision about a mitigation ap-
proach is highly dependent on your organization’s unique operating circum-
stances, so do not use this chart solely to decide how to address the risks
that you have identified.

Pool Mitigation Approach
Pool 1 Mitigate
Pool 2 Mitigate or Defer
Pool 3 Defer or Accept
Pool 4 Accept
Notes:

In some cases it is possible to transfer risk to another party. This can be
considered as a mitigation approach for all of the risks under consideration.

Decide how you are going to address each of the risks on each Information
Asset Risk Worksheet that you have created and document this by checking
the appropriate action in the “Risk Mitigation” box in column (9). Every
risk on every risk profile must have an approach documented. For risks that
you decide to accept, be sure to go back and review the impact statements
and impact values—do not accept any risks that could have serious conse-
guences on the organization.
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O Step8
Activity 3

For all of the risk profiles that you decide to mitigate, you must develop a
mitigation strategy. Keeping in mind the actions that you can take to miti-
gate risk, begin to consider mitigation strategies for each risk that you have
decided to mitigate, as follows:

1.

Note the container in which the control will be implemented.
(These containers can be found on the Information Asset Risk Envi-
ronment Maps.)

Describe the control to be implemented and any residual risk to the
asset once the control is implemented.

Consider the following questions when developing a risk mitigation strat-

egy:

How could the actor be prevented from exploiting a weakness?
How could the means that the actor would use be prevented?
How could the motive be prevented?

How could the resulting outcome be prevented?

Could the probability of the threat be reduced?

If no proactive activity can be performed, can the impact of the
threat be reduced?

Can the organization minimize the effect or impact of a realized
risk?

How will the security requirements for this information asset be sa-
tisfied by the mitigation strategy?
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Appendix B OCTAVE Allegro Worksheets v1.0

In this appendix, you will find all of the worksheets necessary for completing the OCTAVE Al-
legro assessment for one information asset.
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Allegro Worksheet 1

RISK MEASUREMENT CRITERIA — REPUTATION AND CUSTOMER

CONFIDENCE

Impact Area Low Moderate High

Reputation is mini- Reputation is damaged, L
. Reputation is irrevoca-
. mally affected,; little or | and some effort and
Reputation . . . bly destroyed or dam-

no effort or expense is | expense is required to a0ed
required to recover. recover. ged.
Less than % to % | More than %

Customer Loss

reduction in customers
due to loss of confi-
dence

reduction in customers
due to loss of confi-
dence

reduction in customers
due to loss of confi-
dence

Other:
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Allegro Worksheet 2

Impact Area

RISK MEASUREMENT CRITERIA — FINANCIAL

Low

Moderate

High

Increase of less than

Yearly operating costs

Yearly operating costs

Operating Costs % in yearly increase by to | increase by more than
operating costs %. %.
Greater than
Less than % to %
Revenue Loss % yearly rev-
yearly revenue loss yearly revenue loss
enue loss

One-Time Financial
Loss

One-time financial cost
of less than
$

One-time financial cost
of $
to$

One-time financial cost
greater than
$

Other:
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Allegro Worksheet 3

RISK MEASUREMENT CRITERIA — PRODUCTIVITY

day(s).

Impact Area Low Moderate High
Staff work hours are §taﬁ work hours are Staff work hours are
) increased between .
increased by less than % and increased by greater
Staff Hours % for 0 than % for
% for -
to to to
day(s). day(s).

Other:

Other:

Other:
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Allegro Worksheet 4

RISK MEASUREMENT CRITERIA — SAFETY AND HEALTH

Impact Area Low Moderate High
Customers’ or staff
N members’ lives are
No loss or significant ,
. , threatened, but they Loss of customers’ or
Life threat to customers’ or . )
)1 will recover after re- staff members’ lives
staff members’ lives . .
ceiving medical treat-
ment.
Minimal, immediately
treatable degradation in | Temporary or recover- | Permanent impairment
Health customers’ or staff able impairment of of significant aspects of
members’ health with customers’ or staff customers’ or staff
recovery within four members’ health members’ health
days
Safety Safety questioned Safety affected Safety violated
Other:
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Allegro Worksheet 5 Ri1sk MEASUREMENT CRITERIA — FINES AND LEGAL PENALTIES

tion.

Impact Area Low Moderate High
. Fines between .
Fines less than Fines greater than
. $ and
Fines $ are $ are
- $ are ;
levied. - levied.
levied.
Non-frivolous lawsuit . .
. Non-frivolous lawsuit
or lawsuits less than . . .
or lawsuits between Non-frivolous lawsuit
$ are )
h . $ or lawsuits greater than
. filed against the or-
Lawsuits L . and $ are
ganization, or frivolous h -
. . $ are | filed against the or-
lawsuit(s) are filed ; X e
. . filed against the or- ganization.
against the organiza- .
ganization.

Investigations

No queries from gov-
ernment or other inves-
tigative organizations

Government or other
investigative organiza-
tion requests informa-
tion or records (low
profile).

Government or other
investigative organiza-
tion initiates a high-
profile, in-depth inves-
tigation into organiza-
tional practices.

Other:
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Allegro Worksheet 6 RISk MEASUREMENT CRITERIA — USER DEFINED

Impact Area Low Moderate High
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Allegro Worksheet 7 IMPACT AREA PRIORITIZATION WORKSHEET

PRIORITY IMPACT AREAS

Reputation and Customer Confidence

Financial

Productivity

Safety and Health

Fines and Legal Penalties

User Defined
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(1) Critical Asset

What is the critical information
asset?

CRITICAL INFORMATION ASSET PROFILE

(2) Rationale for Selection

Why is this information asset important to
the organization?

(3) Description

What is the agreed-upon description of
this information asset?

(4) Owner(s)

Who owns this information asset?

(5) Security Requirements

What are the security requirements for this information asset?

U Confidentiality

U Integrity

O Availability

Q Other

Only authorized personnel can view this informa-
 tion asset, as follows:

Only authorized personnel can modify this infor-

mation asset, as follows:

This asset must be available for these personnel

to do their jobs, as follows:

This asset must be available for hours,

days/week, weeks/year.

This asset has special regulatory compliance pro-

tection requirements, as follows:

(6) Most Important Security Requirement

What is the most important security requirement for this information asset?

O Confidentiality

Q Integrity Q Availability 4 Other
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Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL)

INTERNAL
CONTAINER DESCRIPTION OWNER(S)
1.
2.
3.
4,
EXTERNAL
CONTAINER DESCRIPTION OWNER(S)
1.
2.
3.
4,
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Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL)

INTERNAL
CONTAINER DESCRIPTION OWNER(S)
1.
2.
3.
4,
EXTERNAL
CONTAINER DESCRIPTION OWNER(S)
1.
2.
3.
4,
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Allegro Worksheet 9¢ INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE)

INTERNAL PERSONNEL
DEPARTMENT OR
NAME OR ROLE/RESPONSIBILITY
UNIT
1.
2.
3.
4,
EXTERNAL PERSONNEL
CONTRACTOR, VENDOR, ETC. ORGANIZATION
1.
2.
3.
4,
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Allegro - Worksheet 10 INFORMATION ASSET RISK WORKSHEET

Information Asset Risk

Informa-
tion Asset

Area of
Concern

(1) Actor

Who would exploit the area of concern
or threat?

(2) Means

How would the actor do it? What would
they do?

(3) Motive

What is the actor’s reason for doing it?

Threat

information asset?

(4) Outcome Q Disclosure Q Destruction

What would be the resulting effectonthe | O Modification Q Interruption

(5) Security Requirements

How would the information asset’s secu-
rity requirements be breached?

(6) Probability

What is the likelihood that this threat
scenario could occur?

a High

O  Medium ad Low

(7) Consequences

What are the consequences to the organization or the information
asset owner as a result of the outcome and breach of security re-
quirements?

(8) Severity

How severe are these consequences to the
organization or asset owner by impact
area?

Impact Area | Value | Score

Reputation &
Customer
Confidence

Financial

Productivity

Safety & Health

Fines & Legal
Penalties

User Defined
Impact Area

Relative Risk Score
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(9) Risk Mitigation

Based on the total score for this risk, what action will you take?

U Accept

U Defer U Mitigate U Transfer

For the risks that you decide to mitigate, perform the following:

On what container
would you apply con-
trols?

What administrative, technical, and physical controls would you apply on this container? What residual
risk would still be accepted by the organization?

90 | CMU/SEI-2007-TR-012




Appendix C OCTAVE Allegro Questionnaires v1.0

In this appendix, you will find three threat scenario questionnaires, one for each of the container
types in which an information asset can be stored, transported, or processed (technical, physical,
and people). These questionnaires are used in Step 5 of the OCTAVE® Allegro process to help
ensure a robust consideration of threats in the assessment process.

SOFTWARE ENGINEERING INSTITUTE | 91



92 | CMU/SEI-2007-TR-012



Threat Scenario Questionnaire 1

Technical Containers

This worksheet will help you to think about scenarios that could affect your information asset on the tech-
nical containers where it resides. These scenarios may pose risks that you will need to address. Consider
each scenario and circle an appropriate response. If your answer is “yes” consider whether the scenario

could occur accidentally or intentionally or both.

Scenario 1:

Think about the people who work in your organization. Is there a situation in which an employee could access one
or more technical containers, accidentally or intentionally, causing your information asset to be:

Yes Yes
Disclosed to unauthorized individuals? No . . .
(accidentally) | (intentionally)
- - . Yes Yes
Modified so that it is not usable for intended purposes? No . . .
(accidentally) | (intentionally)
Interrupted so that it cannot be accessed for intended pur- No Yes Yes
poses? (accidentally) | (intentionally)
Permanently destroyed or temporarily lost so that it cannot No Yes Yes

be used for intended purposes?

(accidentally)

(intentionally)

Scenario 2:

Think about the people who are external to your organization. This could include people who may have a legitimate
business relationship with your organization or not. Is there a situation where an outsider could access one or more
technical containers, accidentally or intentionally, causing your information asset to be:

. T, Yes Yes
Disclosed to unauthorized individuals? No . . .
(accidentally) | (intentionally)
- - . Yes Yes
Modified so that it is not usable for intended purposes? No . . .
(accidentally) | (intentionally)
Interrupted so that it cannot be accessed for intended pur- No Yes Yes
poses? (accidentally) | (intentionally)
Permanently destroyed or temporarily lost so that it cannot No Yes Yes

be used for intended purposes?

(accidentally)

(intentionally)
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Technical Containers

Threat Scenario Questionnaire — 1 (cont)

Scenario 3:
In this scenario, consider situations that could affect your information asset on any technical containers you identified.
Determine whether any of the following could occur, and if yes, determine whether these situations would cause one or
more of the following outcomes:
« Unintended disclosure of your information asset
« Unintended modification of your information asset
« Unintended interruption of the availability of your information asset
« Unintended permanent destruction or temporary loss of your information asset
Yes Yes Yes Yes
A software defect occurs No . e . . .
(disclosure) (modification) | (interruption) (loss)
A system crash of known or un- No Yes Yes Ye Yes
known origin occurs (disclosure) (modification) | (interruption) (loss)
Yes Yes Yes Yes
A hardware defect occurs No . e . ) .
(disclosure) (modification) | (interruption) (loss)
Malicious code (such as a virus,
worm, Trojan h(grse or back door) No ves ves ves ves
i 11 ' (disclosure) | (modification) | (interruption) (loss)
is executed
Power supply to technical con- No Yes Yes Yes Yes
tainers is interrupted (disclosure) (modification) | (interruption) (loss)
Problems with telecommunica- No Yes Yes Yes Yes
tions occur (disclosure) (modification) | (interruption) (loss)
Other third-party problems or sys- No Yes Yes Yes Yes
tems (disclosure) (modification) | (interruption) (loss)
Natural or man-made disasters
. . Yes Yes Yes Yes
(flood, fire, tornado, explosion, or No . A . .
. (disclosure) (modification) | (interruption) (loss)
hurricane) occur
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Threat Scenario Questionnaire — 2

Physical Containers

This worksheet will help you to think about scenarios that could affect your information asset on the physical
containers where it resides. These scenarios may pose risks that you will need to address. Consider each sce-
nario and circle an appropriate response. If your answer is “yes” consider whether the scenario could occur

accidentally or intentionally or both.

Scenario 1:

Think about the people who work in your organization. Is there a situation in which an employee could access one
or more physical containers, accidentally or intentionally, causing your information asset to be:

. e Yes Yes
Disclosed to unauthorized individuals? No ) . .
(accidentally) | (intentionally)
- - . Yes Yes
Modified so that it is not usable for intended purposes? No ) . .
(accidentally) | (intentionally)
Interrupted so that it cannot be accessed for intended pur- No Yes Yes
poses? (accidentally) | (intentionally)
Permanently destroyed or temporarily lost so that it cannot No Yes Yes
be used for intended purposes? (accidentally) | (intentionally)

Scenario 2:

Think about the people who are external to your organization. This could include people who may have a legitimate
business relationship with your organization or not. Is there a situation in which an outsider could access one or
more physical containers, accidentally or intentionally, causing your information asset to be:

. o Yes Yes
Disclosed to unauthorized individuals? No ) . .
(accidentally) | (intentionally)
- - . Yes Yes
Modified so that it is not usable for intended purposes? No . . .
(accidentally) | (intentionally)
Interrupted so that it cannot be accessed for intended pur- No Yes Yes
poses? (accidentally) | (intentionally)
Permanently destroyed or temporarily lost so that it cannot No Yes Yes
be used for intended purposes? (accidentally) | (intentionally)
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Threat Scenario Questionnaire -2 (cont)

Scenario 3:

Physical Containers

Unintended disclosure of your information asset

Unintended modification of your information asset

Unintended interruption of the availability of your information asset

Unintended permanent destruction or temporary loss of your information asset

In this scenario, consider situations that could affect your physical containers and, by default, affect your information
asset. Determine whether any of the following could occur, and if yes, determine whether these situations would cause
one or more of the following outcomes:

. Yes Yes Yes Yes
Other third-party problems occur No . e . .
(disclosure) (modification) | (interruption) (loss)
Natural or man-made disasters
. ) Yes Yes Yes Yes
(flood, fire, tornado, explosion, or No . e . .
(disclosure) (modification) | (interruption) (loss)

hurricane) occur
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Threat Scenario Questionnaire — 3 People

This worksheet will help you to think about scenarios that could affect your information asset because it is
known by key personnel in the organization. These scenarios may pose risks that you will need to address.
Consider each scenario and circle an appropriate response. If your answer is “yes” consider whether the sce-
nario could occur accidentally or intentionally or both.

Scenario 1:

Think about the people who work in your organization. Is there a situation in which an employee has detailed know-
ledge of your information asset and could, accidentally or intentionally, cause the information asset to be:

. e Yes Yes
Disclosed to unauthorized individuals? No . . .
(accidentally) | (intentionally)
- . . Yes Yes
Modified so that it is not usable for intended purposes?® No . . .
(accidentally) | (intentionally)
Interrupted so that it cannot be accessed for intended pur- No Yes Yes
poses?™ (accidentally) | (intentionally)
Permanently destroyed or temporarily lost so that it cannot No Yes Yes
be used for intended purposes?™* (accidentally) | (intentionally)

Scenario 2:

Think about the people who are external to your organization. This could include people who may have a legitimate
business relationship with your organization or not. Is there a situation in which an outsider could, accidentally or
intentionally, cause your information asset to be:

Yes Yes

Disclosed to unauthorized individuals? No . . .
(accidentally) | (intentionally)

° This case is unlikely, but if a key person in your organization has detailed knowledge of an information asset and com-

municates this information in an altered way that affects the organization, a risk could result.

1 This case is about the availability of the information. If a key person in the organization has detailed knowledge that is
vital for a business process and is not accessible or available, the information may not be usable for the purpose in-
tended, ultimately impacting the organization.

1 If a key person in the organization knows the information asset and leaves the organization, and the information is not
documented elsewhere, it could pose a risk to the organization.
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Appendix D OCTAVE Allegro Example Worksheets v1.0

This section contains example worksheets from an assessment of a hospital patient information
database. The purpose of this example is to demonstrate what the OCTAVE® Allegro worksheets
generally look like when they are completed and to provide some additional insights into the as-
sessment process. The example includes each of the first nine worksheets and a sampling of actual
risks and associated mitigation plans (Worksheet 10). The example, however, does not include a
set of completed threat questionnaires. The identified risks were generated from consideration of
the questionnaires. For clarity, a consideration of the probability associated with a threat when
considering risks and developing mitigation strategies is not included in this example.
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Allegro Worksheet 1 RiIsk MEASUREMENT CRITERIA — REPUTATION AND CUSTOMER CONFIDENCE

Impact Area

Low

Moderate

High

Reputation (Staff)

Reputation among non-
physician hospital staff
is minimally affected:;
little or no effort or
expense is required to
recover.

Reputation among non-
physician hospital staff is
damaged. No more than
$100K in time and effort
required to recover.

Reputation among non-
physician hospital staff is
severely damaged. More
than $100K in time and ef-
fort required to recover.
Relationship with staff is
affecting reputation with
physicians and community.
Poor relationship affecting
hospital efficiency and hav-
ing noticeable effect on bed
turnover rate.

Customer-Loss
Reputation (Physicians)

Reputation among physi-
cians is minimally af-
fected; little or no ef-
fort or expense is
required to recover.
Little or no change in
hospital occupancy rate.

Reputation among physicians
is damaged, causing physi-
cian population to reconsider
sending patients to hospital.
Occupancy rate changes of
between one and five per-
cent directly attributable to
reputation problem. More
than $100K in time and ef-
fort required to recover.

Reputation among physicians
is severely damaged. Critical
staff physicians and hospital
affiliated physicians are
considering leaving. Occu-
pancy changes of more than
five percent are directly
attributable to reputation
problems. More than $500K
in time and effort required
to recover.

Other:
Reputation (Community)

Reputation in community
from which hospital
draws patients is mini-
mally affected:; little or
no effort or expense is
required to recover.
Little or no change in
hospital occupancy rate.

Reputation in community is
damaged, causing potential
patients to balk at doctor
recommendations to the
hospital. Occupancy rate
changes of between one and
five percent directly attrib-
utable to reputation. More
than $100K in time and ef-
fort required to recover.

Reputation in community is
severely damaged, causing
potential patients to refuse
doctor recommendations to
the hospital. Occupancy rate
changes of more than five
percent are directly attrib-
utable to reputation prob-
lem. More than $500K in
time and effort required to
recover.

Other: Occupancy Rates

A reduction of the hos-
pital occupancy rate of
less than 2%

A reduction of the hospital
occupancy rate of between
2% and 5%

A reduction of the hospital
occupancy rate of more than
5%
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Allegro Worksheet 2

Impact Area

RISK MEASUREMENT CRITERIA — FINANCIAL

Low

Moderate

High

Operating Costs

Increase of less than
2.5% in annual operating

costs

Increase of between
2.5% and 5% in annual

operating costs

Increase of more than
5% in annual operating

costs

Revenue Loss

Less than $100K reduc-
tion in yearly revenue

loss

Between $100K and $1M

in yearly revenue loss

More than $1M in yearly

revenue loss

One-Time Financial
Loss

Less than $100K reduc-
tion in yearly revenue

loss

Between $100K and $1M

in yearly revenue loss

More than $1M in yearly

revenue loss

Other:
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Allegro Worksheet 3

Impact Area

RISK MEASUREMENT CRITERIA — PRODUCTIVITY

Low

Moderate

High

Staff Hours

Staff work hours in-
crease labor costs by
less than $100K.

Staff work hours in-
crease labor costs be-
tween $100K and $1M.

Staff work hours in-
crease labor costs by
more than $1M.

Other: Bed Turnover
Rate

Turnover rate for hospi-
tal beds decreases less
than 2%.

Turnover rate for hospi-
tal beds decreases be-
tween 2% and 5%.

Turnover rate for hospi-
tal beds decreases by

more than 5%.

Other:

Other:
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Allegro Worksheet 4

RISK MEASUREMENT CRITERIA — SAFETY AND HEALTH

Impact Area Low Moderate High
Life - , .
No loss or significant Customers' or staff Loss of customers’ or
threat to customers’ or members' lives are staff members' lives.
staff members' lives and | threatened, but they will | Significant regulatory
no regulatory response. recover after receiving response, lawsuits, and
medical treatment. Only | more than $250K in re-
minimal regulatory re- lated cosfts.
sponse and less than
$250K in related costs.

Health . . . L
Minimal, immediately Temporary or recover- Permanent impairment of
treatable degradation in | able impairment of cus- significant aspects of
customers' or staff tomers’ or staff mem- customers' or staff
members’ health with bers' health. Only members’ health. Signifi-
recovery within days. minimal regulatory re- cant regulatory response
Minimal regulatory re- sponse and between involving investigations
sponse and less than $250 and $500K in re- and more than $500K in
$100K in related costs. lated recovery costs. recovery costs.

Safety . . ) S
Safety questioned, but Safety affected, minimal | Safety violated, signifi-
no regulatory response regulatory response, and | cant regulatory response
and little to no economic | less $250K in recovery involving investigations,
cost. costs. and more than $250K in

recovery and response
cosfts.

Other:
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Allegro Worksheet 5

RISK MEASUREMENT CRITERIA — FINES AND LEGAL PENALTIES

Impact Area Low Moderate High
Fines . . .
Fines less than $100K Fines between $100K and | Fines greater than
are levied. $250K are levied. $500K are levied.
Lawsuits

Non-frivolous lawsuit or
lawsuits less than $100K
are filed against the
organization, or frivolous
lawsuit(s) are filed

against the organization.

Non-frivolous lawsuit or
lawsuits between $100K
and $1M are filed against

the organization.

Non-frivolous lawsuit or
lawsuits greater than
$1M are filed against the

organization.

Investigations

No queries from govern-
ment or other investiga-

tive organizations.

Government or other
investigative organization
requests information or

records (low profile).

Government or other
investigative organization
initiates a high-profile,
in-depth investigation
into organizational prac-

tices.

Other:
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Allegro Worksheet 6 RISk MEASUREMENT CRITERIA — USER DEFINED

Impact Area Low Moderate High
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Allegro Worksheet 7 IMPACT AREA PRIORITIZATION WORKSHEET

PRIORITY IMPACT AREAS
2 Reputation and Customer Confidence
4 Financial
3 Productivity
5 Safety and Health
1 Fines and Legal Penalties
n/a User Defined
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(1) Critical Asset

What is the critical information
asset?

CRITICAL INFORMATION ASSET PROFILE

(2) Rationale for Selection

Why is this information asset important to
the organization?

(3) Description

What is the agreed-upon description of
this information asset?

Patient Billing and Collection
Data (PBCD)

Keeping accurate billing records is es-
sential for negotiating and collecting
compensation from insurance organiza-
tions. Challenges to bills from insurance
organizations can force the hospital to
absorb billing differences. Challenges
can also significantly delay the time
between services being rendered and
compensation being received by the hos-
pital.

This information asset contains all of
the information necessary to bill a
patient and his/her insurance company
for treatment/services received from
the hospital. This includes patient de-
mographic information (names, ad-
dresses, social security numbers, and
insurance carriers), treatment/service
history and associated billing codes,
and payment histories.

(4) Owner(s)

Who owns this information asset?

The owner of this information asset is the Director of Patient Billing

and Collection (Todd Marnivich).

(5) Security Requirements

What are the security requirements for this information asset?

O Confidentiality

Only authorized personnel can view this
information asset, as follows:

Members of the hospital financial
staff responsible for billing and col-
lection should have “read” access to
individual records. Other financial
staff can have access to summary
information. Data entry personnel
should have “read” access to individ-
ual records.
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Only authorized personnel can modify

O Integrit
gnty this information asset, as follows:

This asset must be available for these per-

O Availability ad
sonnel to do their jobs, as follows:

This asset must be available for 24 hours,
7 days/week, 52 weeks/year.

Q Other This asset has special regulatory compli-
ance protection requirements, as follows:

Only authorized data entry personnel
and members of the hospital finan-
cial staff may update/change billing
record information. Billing records
should only be updated with the ac-
tual billable services provided to the
patient.

The PBCD must be available to data
entry personnel for updates to billing
and procedures codes and for admit-
ting purposes. The PBCD must be
available to financial staff for billing
and collection activities.

The PBCD information asset should
be available 24x7 as procedures are
ordered around the clock at the
hospital. It must be available to the
financial staff (specifically the pa-
tient billing and collection staff)
during regular business hours. Short
outages would not cause significant
problems but extended outages
(more than 8 hours) would cause a
significant backlog.

Because these billing records contain
patient treatment information, they
are subject to HIPAA regulations.

(6) Most Important Security Requirement

What is the most important security requirement for this information asset?

U Confidentiality \/ Integrity a  Availability Q Other
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Allegro Worksheet 9a INFORMATION ASSET RISK ENVIRONMENT MAP (TECHNICAL)

INTERNAL

CONTAINER DESCRIPTION OWNER(S)

1. The PBCD primarily resides on the patient billing management system Managed by hospital

(PBMS) which consists of two database servers and three applica- IT department.

tion/web servers. This is a vendor proprietary system that provides
a web interface for authorized personnel to access/manipulate en-
tries. The underlying operating system is Windows Server 2003.

2. Hospital internal network. All transactions to and from the PBCD
system travel on this network.

Managed by hospital
IT department.

3. Hospital workstations (e.g., order entry workstations, finance de-

Managed by hospital

partment workstations, and hospital admitting workstations). IT department.

EXTERNAL

CONTAINER DESCRIPTION OWNER(S)

1. The Internet. Most bills are electronically shipped in bulk to insur-

Unknown
ance providers each week. Once billing information arrives at the in-

surance company, the insurance company is considered to be the
owner of the information asset.
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Allegro Worksheet 9b INFORMATION ASSET RISK ENVIRONMENT MAP (PHYSICAL)

INTERNAL

CONTAINER DESCRIPTION OWNER(S)

1. Paper copies of billing summaries, statements, and histories are

regularly printed and kept by members of finance department. Ritereiciste i

2. Backup tapes of PBCD are created each night and kept onsite until
regular pickup by storage vendor.

Managed by hospital
IT department.

EXTERNAL

CONTAINER DESCRIPTION OWNER(S)

1. Paper copies of billing statements are regularly printed and mailed
to patients.

Financial staff

2. Paper copies of billing statements, summaries, histories, and reports
are regularly printed and mailed to insurance providers.

Financial Staff
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Allegro Worksheet 9¢ INFORMATION ASSET RISK ENVIRONMENT MAP (PEOPLE)

INTERNAL PERSONNEL

DEPARTMENT OR
NAME OR ROLE/RESPONSIBILITY
UNIT
1. Admitting staff
g Admissions

2. Order entry staff

Business Services

3. Financial staff

Business Services

4. Hospital messenger service staff

Business Services

EXTERNAL PERSONNEL

CONTRACTOR, VENDOR, ETC.

ORGANIZATION

1. Insurance organization's claims staff

Hospital Insurance,
Inc.

2. Third-party vendor manages the transportation and storage
of backup tapes for the PBCD system. Relationship is man-
aged via the hospital IT department.

Safe-N-Secure Data
Storage, Inc.
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‘ Allegro Worksheet 10 INFORMATION ASSET RISK WORKSHEET

Information Asset Risk

Information Asset | PBCD
Patient billing data is altered when unauthorized individual gains access to
Area of Concern  PBMS system. (A vulnerability in the Windows 2003 Server operating system is
leveraged to gain administrative access to the PBMS system.)
(1) Actor Disgruntled current employees
Who would exploit the weakness?
(2) Means Using workstation on the internal hospital network, employee
How would the actor do it? What would launches attack on PBMS system.
— | they do?
8
= | (3) Motive Wants to harm hospital because of ongoing labor contract
= .
What is the actor’s reason for doing it? disputes
(4) Outcome Q Disclosure Q Destruction
What would be the resulting effect on v Modification Q Interruption
the information asset?
(5) Security Requirements Only authorized members of the hospital data entry staff and
How would the information asset’s secu- : finance staff should be able to modify PBCD asset.
rity requirements be breached?
(8] P azlall iy Q High Q Medium Q Low
What is the likelihood that this threat
scenario could occur?
(7) Consequences (8) Severity
What are the consequences to the organization or the information asset How severe are these consequences to the
owner as a result of the outcome and breach of security requirements? organization or asset owner by impact area?
Impact Area Value Score
If the intruder goes unnoticed, significant financial harm Reputation &
Customer Low 2

could come to the hospital. If insurance companies are not Confidence

charged for services, the hospital would lose money. If the
insurance companies are over-charged or charged for ser-

vices not rendered, there will be additional financial reper- Financial High 12
cussions. : :
Significant labor charges will be required to audit and re- Productivity High 9
enter billing data.
Safety & Health Low 5
Exposure of patient data may lead to fines and possible Fines & Legal Med 5
Penalties e

lawsuits.

User Defined
Impact Area

Relative Risk Score 30
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(9) Risk Mitigation

Based on the total score for this risk, what action will you take?

0 Accept

O Defer v Mitigate Q Transfer

For the risks that you decide to mitigate, perform the following:

On what container What administrative, technical, and physical controls would you apply on this container?

would you apply con- What residual risk would still be accepted by the organization?

trols?

Hospital network

Restrict network traffic to ensure that only the workstations
of authorized users can access PBMS.

Restrict network traffic to ensure that only valid PBMS trans-
action traffic can reach the PBMS system. This reduces the
number of places from which attacks can be launched against
the system and the types of attacks. Asset would still be vul-
nerable fo services that remain exposed.

PBMS

Ensure that transaction auditing is enabled so that improper
transactions can be identified and backed out of the system.
This control relies on the integrity of the audit log—if it were
to be destroyed, it would be impossible to back out transac-
tions.

PBMS

Ensure that PBMS system and the underlying OS/applications
are up-to-date with security patches. This control reduces the
exposure against known attacks but does nothing to limit un-
known vulnerabilities.
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‘ Allegro Worksheet 10 INFORMATION ASSET RISK WORKSHEET

Information Asset Risk

Information Asset | PBCD

Patient information is disclosed to unauthorized individuals, opening hos-
Area of Concern  pital to possible HIPAA violations and lawsuits. (PBCD travels on hospital
intranet in the clear between workstations and PBMS System.)

Who would exploit the weakness?

How would the actor do it? What would switching device.
~ | they do?
©
o . .
<= | (3) Motive Curiosity about a
|_
What is the actor’s reason for doing it?
(4) Outcome v’ Disclosure
What would be the resulting effect on O Modification

the information asset?

(5) Security Requirements

How would the information asset’s secu- set.

rity requirements be breached?

(6) Probability Q High

What is the likelihood that this threat
scenario could occur?

patient

(1) Actor An employee with access to hospital network

(2) Means A network administrator captures traffic on network

O Destruction

Q

Interruption

d Medium

Only authorized personnel can view this information as-

d Low

(7) Consequences

What are the consequences to the organization or the information asset
owner as a result of the outcome and breach of security requirements?

(8) Severity

How severe are these consequences to the
organization or asset owner by impact area?

Impact Area Value Score

Exposure‘ of pati?m' sensitive information opens the I"wspi'ral Eﬁgg:ﬁg‘:” & Med 4
to lawsuits and fines for breaches of HIPAA regulations. Confidence

Financial Low 4
The publl.cs overall percfepflor-l of the !"l(.)SPIle s qualln'y .could Productivity Low 3
be negatively affected if patient sensitive information is
publicized.

Safety & Health Low o)

Fines & Legal

Penalties Med 2

User Defined

Impact Area

18

Relative Risk Score
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(9) Risk Mitigation

Based on the total score for this risk, what action will you take?

Q Accept Q Defer v’ Mitigate Q Transfer

For the risks that you decide to mitigate, perform the following:

On what container What administrative, technical, and physical controls would you apply on this container?
would you apply con- What residual risk would still be accepted by the organization?

trols?

PBMS o Enable SSL encryption on connections on PBMS server. This will

reduce exposure to network captures by introducing end to end
encryption on PBMS transactions.

o Enable logging of consoles of networking devices and enact pol-
icy to ensure that logs are regularly reviewed. This will reduce
likelihood of insider activity and increase the likelihood that
outsider activity will be detected.

Hospital Net-
work
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‘ Allegro Worksheet 10 INFORMATION ASSET RISK WORKSHEET

Information Asset Risk

Who would exploit the weakness? fmanc'ally

How would the actor do it? What
would they do?

)
@© . .
@ | (3) Motive Entertainment
c
= What is the actor’s reason for do-
ing it?
(4) Outcome O Disclosure

What would be the resulting effect | 1 Modification
on the information asset?

(5) Security Requirements
How would the information asset’s Tivities.
security requirements be
breached?

(6) Probability Q High

What is the likelihood that this
threat scenario could occur?

(2) Means Uses DoS toolkit found on hacking website

Information PRCD
Asset
Denial-of-service attack against hospital network impedes the hospital's
Area of Con- - . . . . i
ability to electronically deliver bills to the insurance organizations.
cem (PBCD must traverse Internet to reach insurance organizations.)
(1) Actor A hacker who wants to see if he can damage the hospital

O Destruction

v Interruption

d Medium

The PBCD must be available for billing and collection ac-

d Low

(7) Consequences

What are the consequences to the organization or the information
asset owner as a result of the outcome and breach of security re-
quirements?

(8) Severity

How severe are these consequences to the
organization or asset owner by impact area?

Impact Area Value Score
Continual attacks against hospital network add significant | Reputation & Cus- Med 4
delays in the reimbursement process. Hospital must burn | tomer Confidence
CDROMs with the data and messenger them to insurance . .
services. Significant financial and productivity impacts. Financial High 12
Productivity High 9
Safety & Health Low o)
Fines & Legal
Penalties Low 1
User Defined
Impact Area
Relative Risk Score 31
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(9) Risk Mitigation

Based on the total score for this risk, what action will you take?

Q Accept Q Defer v’ Mitigate Q Transfer

For the risks that you decide to mitigate, perform the following:

On what container What administrative, technical, and physical controls would you apply on this container?

would you apply con- What residual risk would still be accepted by the organization?

trols?

Internet o Find a new service provider who has more robust connectivity
solutions and can be more supportive in preventing DoS attacks.

Internet o Work with insurance companies to develop alternative delivery

methods such as a direct connection.
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Threat

PBCD

Information Asset

Area of Concern

tors.)

An unauthorized individual is able to view PBCD asset and exposes it to
others. (Data entry staff member walks away from workstation con-
nected o PBMS server that is located in a public area of the hospital
and thus is freely accessible by patients, other hospital staff, or visi-

(1) Actor

Who would exploit the weakness?

(2) Means

How would the actor do it? What would
they do?

(3) Motive

What is the actor’s reason for doing it?

(4) Outcome

v Disclosure

Hospital staff and/or inquisitive patients or hospital vis-
itors

When no one is at the workstation, a hospital worker,
patient, or visitor could sit down in front of it and begin
to access data.

Curiosity about famous patient on another floor or gen-
eral curiosity

O Destruction

_':/fa What would be the resulting effect on QO Modification Q Interruption
o the information asset?
)
Q . . .. .
ﬁ (5) Security Requirements Only authorized personnel can view this information as-
g How would the information asset’s secu- set.
=] rity requirements be breached?
©
£ -
S () ProsElsl s Q High Q Medium Q Low
IS What is the likelihood that this threat
scenario could occur?
(7) Consequences (8) Severity
What are the consequences to the organization or the information asset How severe are these consequences to the
owner as a result of the outcome and breach of security requirements? organization or asset owner by impact area?
Impact Area Value Score
Exposure of patient sensitive information opens the hospital | Reputation & .
. . . Customer ngh 6
to lawsuits and fines for breaches of HIPAA regulations. Confidence
Financial Med 4
The pubh:c's overall percfepﬁor-l of the !'\c?spifal's quaI‘iTy .could Productivity Low 3
be negatively affected if patient sensitive information is
publicized. Safety & Health Low o)
Fines & Legal
Penalties Med 2
User Defined
Impact Area

Relative Risk Score

20

SOFTWARE ENGINEERING INSTITUTE | 129




(9) Risk Mitigation

Based on the total score for this risk, what action will you take?

U Accept

O Defer v’ Mitigate Q Transfer

For the risks that you decide to mitigate, perform the following:

On what container What administrative, technical, and physical controls would you apply on this container?

would you apply con- What residual risk would still be accepted by the organization?

trols?

Hospital work-
stations

Force automatic screen locking for workstations that have been
idle for more than five minutes. This would reduce the expo-
sure of the data when workstation is unattended to a much
smaller time period.

PBMS

Enable transaction logging on the PBMS system. This would al-
low the hospital to determine accountability after the fact and
could possibly lessen the impact of possible lawsuits and fines.

PBMS

Enable controls in PBMS system to restrict access of data en-
try staff to only those patients in their specialty group. This
will limit the exposure of patient data to only the patient in-
formation that the data entry staff is likely fo encounter in
performing their job functions.

Admit staff

Provide regular refresher training for the admit staff on the
responsibilities for protecting patient data and on HIPAA rules
and regulations.

Enact policy that all admit staff must sign non-disclosure
agreement with the hospital.

Data entry staff

Provide regular refresher training for the data entry staff on
the responsibilities for protecting patient data and on HIPAA
rules and regulations.

Enact policy that all data-entry staff must sign non-disclosure
agreement with the hospital.

Financial staff

Provide regular refresher training for the financial staff on the
responsibilities for protecting patient data and on HIPAA rules
and regulations.

Enact policy that all financial staff must sign non-disclosure
agreement with the hospital.
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‘ Allegro Worksheet 10 INFORMATION ASSET RISK WORKSHEET

Information Asset Risk

PBCD

Information Asset

Area of Concern

Paper copies of billing statements are found by an unauthorized individual
and patient sensitive data is exposed. (Financial staff members regularly
produce paper copies of billing summaries and leave them on their desks.)

(1) Actor Janitorial staff

Who would exploit the weakness?

(2) Means

How would the actor do it? What would
they do?

(3) Motive Curiosity

Threat

What is the actor’s reason for doing it?

v Disclosure

O Modification

(4) Outcome

What would be the resulting effect on
the information asset?

(5) Security Requirements

How would the information asset’s secu- seft.

rity requirements be breached?

(6) Probability Q High

What is the likelihood that this threat
scenario could occur?

Sees billing summary while cleaning an office

O Destruction

Q Interruption

O Medium

Only authorized personnel can view this information as-

d Low

(7) Consequences

What are the consequences to the organization or the information asset
owner as a result of the outcome and breach of security requirements?

(8) Severity

How severe are these consequences to the
organization or asset owner by impact area?

Impact Area Value Score
Exposure of patient sensitive information opens the hospital | Reputation &
. . . Customer Med 4
to lawsuits and fines for breaches of HIPAA regulations. Confidence
Financial Low 4
The public’s overall perception of the hospital’s quality could | proguctivity Low 3
be negatively affected if patient sensitive information is
publicized. Safety & Health Low o)
Fines & Legal
Penalties Med 2
User Defined
Impact Area
18

Relative Risk Score
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(9) Risk Mitigation

Based on the total score for this risk, what action will you take?

0 Accept

O Defer v’ Mitigate Q Transfer

For the risks that you decide to mitigate, perform the following:

On what container What administrative, technical, and physical controls would you apply on this container?

would you apply con- What residual risk would still be accepted by the organization?

trols?

Financial staff

o

Provide regular refresher training for the financial staff on the
responsibilities for protecting patient data and on HIPAA rules
and regulations.

Enact policy requiring that PBCD information must be in locked
cabinets when not in use.

Enact policy requiring that paper copies of PBCD information is
shredded when no longer required.

Enact policy that all financial staff must sign non-disclosure
agreement with the hospital.

Perform regular audits to ensure that paper information is in
fact being properly handled.

Janitorial staff

Enact policy that all janitorial staff must sign non-disclosure
agreement with the hospital.
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Information Asset Risk

Information Asset | PBCD

Area of Concern

Backup tapes lost and unable to recover transactions. (Only one set of
backup tapes is currently being created and stored off site.)

(1) Actor

Who would exploit the weakness?

the information asset?

(5) Security Requirements

How would the information asset’s secu- set.
rity requirements be breached?

(6) Probability Q High

What is the likelihood that this threat
scenario could occur?

Third-party backup storage provider

v Destruction

Q Interruption

(2) Means Shipment of backup tapes is lost in storage.
How would the actor do it? What would
they do?
©
o | (3) Motive Accidental
|E What is the actor’s reason for doing it?
(4) Outcome Q Disclosure
What would be the resulting effect on d Modification

O Medium

Only authorized personnel can view this information as-

d Low

(7) Consequences

What are the consequences to the organization or the information asset
owner as a result of the outcome and breach of security requirements?

(8) Severity

How severe are these consequences to the
organization or asset owner by impact area?

Impact Area Value Score
If there is a system crash and the hospital is unable to Reputation &
l Customer Low 2
recall backup tapes to restore transactions, then all trans- | . figence
action will need to be restored from paper patient records.
Financial High 12
There would be significant financial and productivity impacts | productivity High 9
to restore transaction.
Safety & Health Low 5
Likely that during the restoration process many charges Fines & Legal Low 1
would be overlooked or incorrectly added. There would be Penalties
losses for the missing changes and possibly increased reim-
bursement time as insurance companies disputed incorrect User Defined
Impact Area
charges.
Relative Risk Score 31
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(9) Risk Mitigation

Based on the total score for this risk, what action will you take?

0 Accept

O Defer v’ Mitigate Q Transfer

For the risks that you decide to mitigate, perform the following:

On what container
would you apply con-

trols?

What administrative, technical, and physical controls would you apply on this container?

What residual risk would still be accepted by the organization?

Backup tapes

o Simply add a backup run and keep second copy of the backup
tapes stored on site. Keeping a second copy of recent tapes on
site will provide some redundancy but will not completely re-
move risk of being able to restore old transactions.
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‘ Allegro Worksheet 10 INFORMATION ASSET RISK WORKSHEET

Information Asset Risk

Information Asset | PBCD

crypted.)

Billing statement sent to wrong patient address. (Envelopes get out of
Area of Concern . order and wrong address label is applied and information in bill is not en-

(1) Actor

Who would exploit the weakness?

(2) Means

How would the actor do it? What would
they do?

(3) Motive

Threat

What is the actor’s reason for doing it?

(4) Outcome

What would be the resulting effect on
the information asset?

(5) Security Requirements

How would the information asset’s secu-
rity requirements be breached?

(6) Probability

What is the likelihood that this threat
scenario could occur?

Hospital financial

staff

Envelopes get shuffled between machines.

Accidental

v Disclosure

O Modification

O Destruction

Q Interruption

Only authorized personnel can view this information as-

set.

QO High

O Medium

Q Low

(7) Consequences

What are the consequences to the organization or the information asset
owner as a result of the outcome and breach of security requirements?

(8) Severity

How severe are these consequences to the
organization or asset owner by impact area?

Impact Area Value Score
Exposure of patient sensitive information opens the hospital | Reputation &
. - . Customer Low 2
to lawsuits and fines for breaches of HIPAA regulations. Confidence
Financial Low 4
The pubh‘cs overall percfepflor‘l of the !"l(.)SPIle s quaI.n'y f:ould Productivity Low 3
be negatively affected if patient sensitive information is
publicized.
Safety & Health Low 5
Fines & Legal
Penalties Low 1
User Defined
Impact Area
Relative Risk Score 15
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(9) Risk Mitigation

Based on the total score for this risk, what action will you take?

Q Accept

v’ Defer Q Mitigate Q Transfer

For the risks that you decide to mitigate, perform the following:

On what container
would you apply con-

trols?

What administrative, technical, and physical controls would you apply on this container?

What residual risk would still be accepted by the organization?
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Threat

Information Asset

| PBCD

Procedures not performed on a patient are added to billing summary. (No

Area of Concern

one checks that the data entry staff enters the correct procedures

~ from the chart unless the insurance company complains about a charge.)

(1) Actor

Who would exploit the weakness?

(2) Means

How would the actor do it? What would
they do?

(3) Motive

What is the actor’s reason for doing it?

(4) Outcome

What would be the resulting effect on
the information asset?

Disgruntled data entry staff

Enters codes for test and procedures that were never
performed

Wants to harm the hospital

O Disclosure O Destruction

v’ Modification Q Interruption

5 (5) Security Requirements Billing records should only be updated with the actual
o . . . .
w How would the information asset’s secu-  Pillable services provided to the patient.
g rity requirements be breached?
<
s (6) Probability ) )
= U High 4 Medium U Low
= What is the likelihood that this threat
é scenario could occur?
e
(7) Consequences (8) Severity
What are the consequences to the organization or the information asset How severe are these consequences to the
owner as a result of the outcome and breach of security requirements? organization or asset owner by impact area?
Impact Area Value Score
If the activity goes unnoticed, significant financial harm Reputation &
could come to the hospital. If patients are charged for SUStf?(;nef Med 8
services the hospital did not deliver, the hospital would have onfidence
to return money and might be sued for additional damages o
. Financial High 12
or negligence.
Slgmflc?r!'r labor charges will be required to audit and re- Productivity High 9
enter billing data.
Safety & Health Low 5
Insurance companies will likely take longer in reviewing and Fines & Legal High 3
providing compensation to the hospital. This could cause a Penalties 9
significant interruption in hospital's cash flow. User Defined
Impact Area
Relative Risk Score 37

SOFTWARE ENGINEERING INSTITUTE | 137




(9) Risk Mitigation

Based on the total score for this risk, what action will you take?

0 Accept

O Defer v’ Mitigate Q Transfer

For the risks that you decide to mitigate, perform the following:

On what container
would you apply con-

trols?

What administrative, technical, and physical controls would you apply on this container?

What residual risk would still be accepted by the organization?

Data entry staff

o Provide for a separation of duties where one section of the da-
ta entry staff is responsible for entering the data and another
checks to see if the data is correct against the hospital charts.
This would not help in the case of collusion but would decrease
the likelihood of the problem.

PBMS

o Enable transaction logging on the PBMS system. This would al-
low the hospital to determine accountability after the fact and
could possibly lessen the impact of possible lawsuits and fines.

Financial staff

o Perform regular audits of billing entries. This would not prevent
fraud but would help limit the extent of the activity.
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